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Abstract. The Drive-thru Internet architecture allows exploiting intermittent connectivity by temporarily connecting
to IEEE 802.11 WLAN access points at the roadside from moving vehicles. This poses numerous challenges to a mobile
user’s equipment: extreme networking characteristics such as short periods of connectivity, unpredictable disconnection
times, and vastly varying transmission characteristics. Heterogeneous WLAN hotspot installations may also require
different authentication mechanisms and credentials. We have designed a mobile access gateway to deal with these issues
on behalf of a user (group) in a moving vehicle and provide usable connectivity for applications without requiring manual
operation. The gateway maximises the use of short connectivity periods by detecting network access providing signalling
functions for local application processes. It also allows using dedicated radio equipment to prolong connectivity periods.
Finally, in selected multi-user scenarios, further performance improvements are conceivable by sharing (non-confidential)
information across users and applications.

1 INTRODUCTION

Mobile users and nomadic computing are presently
supported by two classes of networks: Cellular networks
aim at providing ubiquitous connectivity, even across dif-
ferent service providers. However, their price-performance
ratio is rather poor and temporary disconnections may still
occur for various reasons. IEEE 802.11 WLAN hotspots
do not aim at seamless connectivity; their limited reach im-
plies disconnection periods while the user is moving be-
tween locations. Hybrid approaches are pursued to keep
users always best connected [1] [2] by combining access
to different service providers or integrating wireless WAN
and LAN to maximise connectivity, to improve the achiev-
able data rate, and to minimise cost [3] [4].

In the Drive-thru Internet project, we rely on WLAN
connectivity to provide affordable high-performance com-
munications to mobile users and use dedicated as well as
public hotspots for Internet access. The cost for establish-
ing and operating WLAN hotspots can be quite low, and,
since unlicensed operation is possible, deployment is not
limited by regulations. As a result, WLAN has become an
inexpensive commodity and the number of public hotspot
installations is ever-increasing: besides hotels, cafés, etc.,
particularly airports, train stations, gas stations, and service

areas are covered, i.e., places serving commuters and trav-
ellers on the road.1

Working with (public) WLAN hotspots usually re-
quires manual user interaction, e.g., to (re)configure the
WLAN interface, to authenticate with the wireless ISP [5]
[6] [7], or to suspend, resume, and possibly reconfigure
applications [8]. Working with hotspots from (potentially
fast) moving vehicles means that only a short connectiv-
ity window is available for establishing network access and
carrying out the actual communication tasks [7]. To enable
hotspot usage and to allow such tasks spanning multiple
hotspots without connectivity in-between, we have devel-
oped the Drive-thru architecture that conceals short-lived
intermittent connectivity from applications [9] [10].

Regardless of the approach taken to provide wireless
connectivity: all cases require sophisticated functions for
network access, roaming, handover, authentication, cost
and/or QoS optimisation, etc. Such functionality may be
located in the end user’s device (e.g., as offered by multi-
access PC cards and associated software for laptops) or
may be implemented in a dedicated access device, such as
MAR [3], the mobile router in the eMotion project [11],

1Examples include Agip gas stations and MAXI service areas in Ger-
many, Neste A24 gas stations in Estonia, Statoil in Norway, and Texaco
service stations in the UK as well as truck stops in the US.
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or the FleetNet access router [12].2 These projects fo-
cus on offering ubiquitous connectivity (seamless handover
and roaming) using mostly well-defined access control pro-
cedures and employing (variants of) mobile IP, i.e., they
largely operate at the IP layer and below.

Performing access functions in separate devices offers
numerous advantages: Dedicated radio equipment (includ-
ing, e.g., external antennae mounted on top of a vehicle)
provides better signal reception and prolonged connectivity
periods [9]. Furthermore, a single router rather than mul-
tiple end systems accessing the same access point leads to
more efficient utilisation of the wireless medium and thus
better performance [13]. Finally, an access router may be
augmented to perform higher layer functions such as TCP
performance improvement or caching. The major disad-
vantages is that, with multi-user scenarios, the users share
the radio resources (i.e., the capacity) available to a sin-
gle mobile device. Thus, they may get a smaller individ-
ual traffic share each when contending with other devices.
Also, the individual access charges across a common ac-
cess router are difficult to account and bill for. Trust is
considered less an issue since end users are expected to use
secure protocols (at least for sensitive data) anyway.

This paper presents the design and implementation of
a Drive-thru mobile access gateway (DT-MAG), a stand-
alone device that serves mobile devices (within a vehicle)
and connects them to hotspots along the road. In contrast
to the aforementioned routers, the DT-MAG also performs
transport and application layer functions that raise numer-
ous issues regarding security and persistence of informa-
tion. A flexible and modular design allows various scenar-
ios to be accommodated simultaneously.

In section 2, we introduce the Drive-thru Internet archi-
tecture, in section 3, we review related work. We present
usage scenarios in section 4 and derive requirements for
the DT-MAG in section 5. The design and implementation
of the DT-MAG are presented in section 6. Section 7 de-
scribes our measurement setup and reports on our results.
In section 8, we review some key aspects of our modular
design in a broader scope and conclude this paper in sec-
tion 9 with a summary and a brief outline of future work.

2 DRIVE-THRU INTERNET

As mentioned above, the Drive-thru Internet project [9]
aims at providing Internet services to mobile users moving
at high speeds (e.g., in vehicles or trains). Access to Inter-
net services is realised by exploiting conveniently located
WLAN hotspots to which connectivity is temporarily es-
tablished while a user traverses the hotspot’s coverage area.
The Drive-thru architecture allows existing and future ap-
plications to take advantage of such potentially short and

2Or the multi access router developed in the European 6WINIT IST
project in support of IPv6-based mobile networks.

unpredictable periods [10]. It relies on a connection split-
ting approach where a proxy in the fixed network main-
tains long-lived “end-to-end” connections on behalf of mo-
bile clients that would otherwise be affected by intermit-
tent connectivity [14]. Figure 1 depicts an overview of the
Drive-thru Internet architecture.

The Persistent Connection Management Protocol
(PCMP) is used for the communication between the mo-
bile Drive-thru client and the Drive-thru proxy, allowing
for creating and maintaining multiple persistent transport
layer sessions despite frequent link layer disconnections. It
is described in detail in [14]. PCMP uses regular TCP con-
nections as underlying transport for a PCMP connection.
Drive-thru client and proxy are authenticated upon PCMP
connection setup in a connectivity island and a shared con-
text is created that persists across disconnection periods.
This shared context is used for subsequent management of
application TCP connections. Following a split connection
approach, they terminate/originate at the Drive-thru client
and proxy and are multiplexed as otherwise independent
transport sessions into the PCMP connection (with per ses-
sion flow control): one application peer on the mobile node
has a local (TCP) connection to the Drive-thru client which
is forwarded through the PCMP connection to the Drive-
thru proxy; the latter has a (TCP) connection to the cor-
responding application peer in the fixed Internet. The two
connections between the application peers and the Drive-
thru components are maintained independently of the con-
nectivity between Drive-thru client and proxy.

Drive-thru Internet nodes must operate in today’s exist-
ing WLAN infrastructure, which mostly consists of public
hotspots. Hence, the mobile node must not just detect avail-
ability of a WLAN hotspot but also determine the hotspot
operator and authenticate to gain network access via the
hotspot. We have extensively discussed the requirements
of automatic WLAN hotspot association, have devised an
extensible component-based approach for heuristics-based
automated authentication with different kinds of hotspots,
and have shown how dedicated components can identify
authentication mechanisms, perform policy-based authen-
tication on behalf of the user, and notify PCMP and appli-
cations about (non-)availability of connectivity [7] [15].

Aggregating wireless communications from multiple
endpoints, automatic hotspot association, and persistent
connectivity management are examples of services that can
be provided by a dedicated gateway for Drive-thru Internet
environments on behalf of one or more end user devices.
The Drive-thru gateway concept extends the ideas of mo-
bile routers such as the Mobile Access Router (MAR) de-
scribed in [3] or the mobile router in [11] by providing spe-
cific support for intermittent connectivity that can be used
for various scenarios such as nomadic computing, WLAN
mobility, and mobile networks. It is particularly the Drive-
thru (session and) application layer functionality where a
DT-MAG provides significant value-add beyond plain IP
routing and mobility.
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Figure 1: Overview of the Drive-thru Internet Architecture

Of course, intermittent connectivity cannot be com-
pletely shielded from the user and the user’s applications.
In some cases, this is not even desirable. In this paper, we
also address possibilities to provide applications and higher
layer protocols with hints about the current connectivity
status, e.g., to adapt protocol and application behaviour to
the varying network conditions. For example, to make use
of short and unpredictable connectivity phases efficiently,
it is useful to have the “connectivity managing function”
notify higher layer instances such as the PCMP layer when
connectivity has been established (or lost). This can avoid
costly probing processes and can thus help to improve the
overall performance of the system. This is especially im-
portant because employing a mobile access router—instead
of connecting to the access network directly—separates the
user device from the network link interface, making it more
difficult to assess the network status directly.

3 RELATED WORK

Our work from the Drive-thru Internet project de-
scribed in this paper addresses vehicular network access in
general and focuses on dedicated gateway devices and the
implications for the mobile users’ devices. IP communica-
tions on the road has independently been studied in Fleet-
Net [12] and Networks on Wheels, with a different focus
and slightly different goals though: both projects primarily
target inter-vehicle communications in wireless ad-hoc net-
works for traffic-related control information and data shar-
ing across vehicles, the latter of which is also addressed in
Hocman [16]. Hybrid network access for vehicles has been
addressed, e.g., in OverDRIVE3 and IPonAir [4].

The multi-homed mobile access router (MAR) for
moving vehicles [3] dynamically instantiates new channels,
provides bandwidth aggregation, and dynamically shifts
the load according to channel characteristics and band-
width demand. MAR uses multiple wireless channels si-

3http://www.ist-overdrive.org/

multaneously to exploit network diversity in different di-
mensions, i.e., with respect to radio technology, with re-
spect to operated networks relying on the same technology,
and with respect to different channels for a given technol-
ogy. The objective is to provide a more powerful and more
robust connectivity, where disruptions of one access link
do not necessarily lead to a complete loss of connectiv-
ity. While, according to [3], first experiments have shown
that there is typically a substantial overlap in terms of cov-
erage that can be exploited to reduce the number of dis-
ruptions and to increase the overall throughput, disruptions
can, however, not be completely avoided.

Several dedicated access gateways or mobile routers
have been developed. For example, in [17], a CDMA2000-
1xEV-DO/WLAN gateway is proposed that can be oper-
ated in different network configurations and has the ability
to move a user’s CDMA session from a user terminal to
the gateway system and to resume the session over the lo-
cal WLAN interface. In July 2005, NEC Corporation has
presented the Litebird prototype, a mobile router with two
access link interfaces (3G and WLAN), capable of utilising
both for improving the seamlessness in highly mobile sce-
narios. Based on commodity Linux-based WLAN access
point and router platforms, many research and commer-
cial projects4 have started to develop application-specific
support functions such as VPN gateways, IPv6 tunnel end-
points, and VoIP application gateways.5

The IETF NEMO (network mobility) effort is con-
cerned with managing the mobility of an entire network
that changes its point of attachment and its IP reachability.
The NEMO Basic Support model [18] is an extension of
Mobile IPv6 and relies on a bidirectional tunnel that is es-
tablished between a home agent and the mobile router so
that mobility is transparent to the nodes in the mobile net-
work. The NEMO approach itself does not consider dis-
ruptions caused by loss of connectivity or hand-over de-
lays. Similar to Mobile IP, it is a layer 3 solution that
addresses reachability when changing the point of attach-
ment. In order to enhance the usability of network mobility,
e.g., in moving-vehicles scenarios, the mobile router could
provide multiple interfaces, i.e., be multi-homed. Work in
progress in [19] analyses how NEMO can accommodate
multi-homing goals such as permanent access, redundancy,
load sharing, load balancing, and user preference consider-
ation. The InternetCAR project [20] [21] is exploring the
possibility to enable Intelligent Transport Systems (ITS) by
installing NEMO based routers in cars, however without
addressing disruption tolerance explicitly.6

While NEMO based approaches basically provide IP
layer mobility, thus maintaining IP end-to-end communica-

4In September 2005, Vodafone has announced a UMTS/WLAN gate-
way based on the Linksys WRT54G access point.

5Many of these projects are leveraging the OpenWrt Linux distribution
for the Linksys WRT54G WLAN access point.

6Network mobility has also been addressed by the European IST
projects DAIDALOS and Ambient Networks.
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tion semantics, there are other approaches for mobile Inter-
net access that explicitly address intermittent connectivity
and offer indirect access to information, e.g., by using con-
tent caching and prefetching. The Boeing Connexion sys-
tem7 is an in-flight entertainment system that provides In-
ternet access to passengers in aircrafts via an aircraft router
that communicates with ground stations via satellites. The
on-board network is based on Ethernet and WLAN. In ad-
dition to on-board content, e.g., movies, Connexion pro-
vides a direct Internet connection at selected times during
a flight. While the goal is to provide permanent connectiv-
ity, disruptions cannot be completely ruled out, and the sys-
tem is not available during take-off and landing. Deutsche
Bahn, the major German train company, has started to of-
fer WLAN-based Internet access in trains which is realised
by WLAN-UMTS gateways on the train.8 On train lines
where permanent connectivity cannot be achieved, the sys-
tem offers offline access to prefetched content (web re-
sources) updated at train station stops—where the on-board
router uses WLAN hotspots in train stations.

Dealing with temporary connectivity loss is studied in
the eMotion project [11]. It implements a dedicated mo-
bile router to provide wireless network access, address-
ing multi-provider support at the IP layer and temporary
connectivity interruptions at the transport layer, respec-
tively. Finally, delay-tolerant networking (DTN)9 [22]
deals with intermittent connectivity for asynchronous ap-
plications and Drive-thru clients and proxies conceptually
resemble DTN routers to a certain degree. Many of the
aforementioned projects also address authentication but all
of them assume a well-known authentication mechanism.
Gaining knowledge about heterogeneous hotspots and the
corresponding WISPs may be achieved by means of—
standardised—service discovery mechanisms as has been
discussed, e.g., for Wi-Fi alliance’s smart client authenti-
cation [5] and FleetNet [23].

4 MOBILE USAGE SCENARIOS

Mobile access routers in general and the DT-MAG in
particular can be used in different settings all of which fea-
ture mobile users with laptops running their respective ap-
plication clients (ACs in the figure below). We can differ-
entiate at least according to the following aspects: single-
user vs. multi-user; dedicated gateway system vs. com-
plementary software component on a user’s laptop; and ac-
cording to the accounting/trust relationships between users
and the DT-MAG in the multi-user case. This results in the
following scenarios:

1) A mobile user without a vehicle (or without any sup-
portive infrastructure within one) uses arbitrary hotspots
for her communication needs. Obviously, such a user needs

7http://www.boeing.com/connexion/
8http://www.imice.de/
9http://www.dtnrg.org/

to carry her client-side Drive-thru infrastructure with her at
all times (e.g., on her laptop). Using only her laptop for
all functions, she is responsible for herself and there is no
need for shared accounting/trust. Note that this case also
includes multiple independent users in the same vehicle.

2) For a user alone in his car, a similar 1:1 trust relation-
ship exists. However, wireless access, persistent connec-
tions, and application support may be provided by a physi-
cal DT-MAG device that is part of the car’s communication
infrastructure.

3) Multiple users in a vehicle may use the same DT-
MAG components with a shared trust relationship, e.g., for
a family travelling together in a car.

4) Multiple users in a vehicle may use the same DT-
MAG components without a shared trust relationship, e.g.,
passengers in a bus or on a train.

The degree of support provided by (or requested from)
the vehicular infrastructure may differ (figure 2): as a sim-
ple access router, a DT-MAG may just provide wireless
connectivity (the access function, AF, usually including au-
thentication) or may also implement a shared Drive-thru
client (DTC) offering persistent connections and applica-
tion support. In the latter case, further application-specific
functions (e.g. a shared web cache) may also be realised on
the DT-MAG.
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Figure 2: Drive-thru Mobile Access Gateway usage scenarios

Except for case 1—where the user is in full control of
her entire Drive-thru infrastructure at all times (fig. 2a)—
we can further differentiate whether i) application sessions
may persist across a user entering and leaving a vehicle or
ii) they only last while the vehicular infrastructure compo-
nents are available. Some users travelling with their lap-
tops will presumably prefer type i) as this allows them to
maintain persistent application sessions at all times (par-
ticularly if their time aboard the same vehicle is limited;
e.g., short-distance commuters). This implies that the DT-
MAG support is limited to wireless access functions (fig.
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2b–2d). In contrast, users with their own laptops who re-
main aboard a vehicle for an extended period of time (such
as long-distance travellers) and users accessing the Internet
via a vehicle’s built-in devices will find type ii) sufficient.
In this case, the DT-MAG may provide persistent connec-
tions for the applications (fig. 2e and 2f).

Finally, for hotspot access and Drive-thru proxy com-
munications, mobile users need to authenticate with the
respective service provider: If a DT-MAG provides wire-
less access (2b–2f), the users are required to share the ac-
cess provider (since accessing multiple WISPs from the
same wireless station adaptor is usually not supported in
practise). If the DT-MAG also acts as a Drive-thru client
(2e–2f), the Drive-thru proxy (and hence the Drive-thru
provider) must also be shared by the users (2e), unless
the Drive-thru client can interact with multiple Drive-thru
proxies and offers users a choice (2f).

5 MOBILE ACCESS ROUTER REQUIRE-
MENTS

In a Drive-thru environment, a mobile node must find
and gain access to hotspots quickly to make most use of the
potentially short connectivity period. While portable com-
puters may well perform this function on their own, a ded-
icated DT-MAG device for Drive-thru clients may benefit
users in numerous ways: it may offer dedicated high per-
formance radio equipment, may be specifically designed
to deal with rapidly changing connectivity, and, if shared
among multiple users, may improve network utilisation.
Measurements have shown dramatic performance differ-
ences when comparing Drive-thru WLAN usage with and
without external antenna [9].

The following list outlines the requirements for a DT-
MAG, motivated by the goal to move as much Drive-thru-
specific functionality as possible into the DT-MAG device
to minimise dependencies on user equipment. The above
scenarios are used to infer requirements for the distribution
of these functions between a DT-MAG built into the vehicle
and the user devices.

A. Detecting network access. The detection of net-
work access involves both sensing link layer connectivity
and testing whether a handover has been performed, i.e., in
order to determine that a new IP stack configuration process
has to be initiated. Detecting (and establishing) link layer
connectivity is a perfect fit for a DT-MAG device since this
function does not involve user-specific action and hence is
easily sharable—and all users may benefit from router sup-
port for additional link layer technologies. E.g., in hybrid
networking environments [1], the task for simultaneously
probing different network interfaces and establishing net-
work access on the optimal interface can best be provided
by a dedicated device.

B. IP auto-configuration. When link layer connec-
tivity has been established, the IP auto-configuration pro-

cess must be initiated, typically DHCP for IPv4 in today’s
hotspots, but other configuration mechanisms (if any) must
also be detected automatically. The DT-MAG is a good
match for this function if only a single IP address for the
entire vehicle is available per wireless network that has to
be shared by all users in a network address translation fash-
ion. Similarly, a DT-MAG needs to provide plain IP access
router functionality to the user devices (e.g., DHCP, NAT,
and IP routing) to allow them to also connect transparently
to the Internet when connectivity is available.

C. Network selection, authentication, and account-
ing. Typical hotspot installations rely on web-based ac-
cess methods, where users have to authenticate themselves
before obtaining Internet access. The Wi-Fi Alliance has
standardised the Universal Access Method (UAM) [5] that
specifies, among other operational details, how HTTP re-
quests from the mobile user are to be intercepted and redi-
rected via a TLS connection to a provider’s web server as
well as how the web pages including the HTML forms for
login/authentication and logout are to be structured. Larger
WLAN hotspots may support multiple operators sharing
the radio infrastructure and thus require a network selec-
tion step before the actual authentication (which is not de-
fined in UAM). User (or vehicle operator) policies should
be able to govern which service provider(s) are used [15].

While such web-based access authentication methods
are generally intended for human users, it is an obvious re-
quirement for the Drive-thru environment that the authen-
tication process be performed automatically [7]. Further-
more, numerous different variants need to be taken into ac-
count because web-based authentication portals are rarely
UAM compliant but rather exhibit provider-specific prop-
erties. To allow for encompassing use of WLANs, various
other (emerging) authentication schemes have to be sup-
ported as well as discussed in [15].

As usually no hints are available that would allow iden-
tifying the respective authentication scheme, let alone the
service provider or other access-related information, the
mobile device has to revert to a heuristics-based trial-and-
error approach. With all users on the vehicle sharing the
same network access, this fairly complex task may also be
taken up by the DT-MAG.

Finally, different authentication schemes operate at dif-
ferent layers: open, WEP-based, and 802.11i authentica-
tion at the link layer, IPsec and other VPN-style authenti-
cation at the IP layer, and web-based mechanisms (that are
prevalent for public hotspots) at the transport and applica-
tion layer [15]. As a result, there is no clear sequence of
actions: depending on the authentication scheme, IP con-
figuration may be carried out prior to (IP and higher layer)
or after (link layer) authentication. With VPN approaches,
IP autoconfiguration may even have to be carried out re-
peatedly. And, in static cases, IP autoconfiguration does
not occur at all. Any split of responsibilities between a
dedicated access gateway and one or more user devices has
to take these alternatives into account.
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D. Service detection. Mobile nodes may benefit from
hotspot-local service announcements indicating available
WISPs, authentication methods, and tariffs to avoid sophis-
ticated heuristics and trial and error methods for authenti-
cation. Furthermore, hotspots could announce additional
Drive-thru or other services [7]. Service announcements
need to be interpreted by the DT-MAG and be used in con-
junction with e.g., authentication. As they may also be
useful for client applications running on the user devices,
the DT-MAG must also be capable of distributing these an-
nouncements to clients on the local network.

E. PCMP client functions. The PCMP client is re-
sponsible for initiating a PCMP connection to the corre-
sponding Drive-thru proxy (including user authentication)
and for resuming application sessions when a connectiv-
ity island becomes available—as well as to suspend these
sessions and tear down the PCMP connection when con-
nectivity is lost. This particularly incurs maintaining the
state necessary for persistent application sessions. Hence,
using PCMP client functions on the DT-MAG is only feasi-
ble if the application sessions need not persist longer than
the user is aboard the respective vehicle. Otherwise, the
PCMP client needs to reside on the user device.

As the PCMP client also authenticates with the Drive-
thru proxy, this requires either a shared account (and
hence trust) or some accounting relationship between all
users. Alternatively, the PCMP client may establish per-
user PCMP connections—which, however, would require
means to securely delegate user authentication to the DT-
MAG. For simplicity, we will restrict our further consider-
ations to the former, shared account case.

F. Application-specific functions. Access routers in
aircrafts, trains, etc. often provide functions to improve
application performance, e.g., web caches, SMTP prox-
ies, etc. Such functions are also applicable to the Drive-
thru environment. However, to realise them on the shared
DT-MAG, it needs to have access to the application con-
nections and hence must run the—shared—PCMP client to
terminate the PCMP sessions. Sharing the PCMP clients
implies, however, that application data of different users
may be stored temporarily in the DT-MAG: while sharing
public content (such as web pages), e.g., for caching is less
an issue, entrusting a shared PCMP client with personal
data (such as emails) is rather problematic. This calls for
a DT-MAG approach that allows different (user-controlled)
choices for those applications that could benefit from shar-
ing and those that do not.

G. Triggering applications. All functions that are pro-
vided on the DT-MAG must be able to notify the user’s
applications about state changes that may be of interest to
them (e.g., when connectivity becomes available or is lost,
PCMP authentication completed, etc.). This allows appli-
cations to react quickly to such changes and particularly to
make efficient use of short connectivity windows.10

10Conversely, the user applications (in our case PCMP) might indicate
whether there is a need for connectivity in the first place: each application

Further requirements may arise depending on how the
access to the DT-MAG from mobile users within a vehi-
cle is organised: e.g.,, if WLAN is used aboard an aircraft
or in German rail’s ICE trains, an on-board access control
system similar to UAM may need to be deployed in addi-
tion. As such mechanisms are orthogonal to the Drive-thru
functions of the DT-MAG, they are not considered further
in this paper.

6 DT-MAG DESIGN

To support the different potential usage scenarios and
their specific requirements, we have designed a modular
architecture for the DT-MAG that allows to assign the indi-
vidual components to different devices (DT-MAG or user
device) as depicted in figure 3. We have largely mapped
the functional requirements identified in the previous sec-
tion to individual software modules. The ConnectivityDe-
tector is responsible for monitoring one or more (wireless)
links and providing information about available networks
and also performs IP layer autoconfiguration. It always
runs on the DT-MAG. The AutoAuthenticator (AA) authen-
ticates the DT-MAG with the WISP—and might also lis-
ten to potential service announcements from the hotspot
provider on a well-defined multicast transport address. The
AA may run on the DT-MAG and on the mobile nodes—
in the latter case, however, the AA will automatically be
disabled when the mobile device notices that a DT-MAG
already provides the corresponding functionality. Finally,
the PCMP client provides persistent transport connections
across connectivity islands. If running on the DT-MAG, ad-
ditional application functions such as caching may be inte-
grated; otherwise, only the application-specific adaptation
modules may be included.
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Figure 3: Structure of DT-MAG and associated mobile nodes

might emit data-to-transmit or similar events based upon which the deci-
sion could be taken when to establish Internet access (and when to tear it
down again) so that unnecessary load in the hotspots could be avoided. In
addition, applications could also provides hints to the PCMP layer when
they experience connectivity problems, thus allowing for a faster recovery
after disconnection. These functions are subject to further study.
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These entities interface to each other using a message-
oriented group communication mechanism for coordi-
nation in component-based systems—the Message Bus
(Mbus) [24]. Mbus is a platform- and programming-
language-independent coordination protocol for applica-
tion components located on a single host or within a local
network, thus enabling the flexible distribution of gateway
components depending on the specific usage scenario.

Mbus provides automatic location of application mod-
ules, aliveness detection and flexible group and point-to-
point communication mechanisms. The Mbus framework
is typically applied to specific application scenarios by
defining classes of Mbus entities (the application compo-
nents), corresponding addressing schemes, and a set of
application-specific messages. The Mbus communication
for interface management is depicted in figure 4. We have
defined Mbus messages for the following basic trigger mes-
sages all of which convey soft-state updates:

1. Indication of availability (and loss) of network
connectivity including link layer type, network
name (e.g., SSID), signal strength (SNR), and L2
transmit rate. This function is provided by the
SCAN RESULT messages in figure 4.

2. Completion of IP layer autoconfiguration including
external stack configuration parameters (IP address,
netmask, DNS server, etc.). This function is pro-
vided by the CONNECT message in figure 4.

3. Information about the necessary authentication pro-
cedures (at the link or IP layer) and whether this au-
thentication needs to be performed by the individ-
ual mobile nodes or whether this is taken care of
by the DT-MAG. This function is provided by the
SCAN RESULT messages in figure 4.

4. An indication that authentication has completed and
that the access network is now ready to use. This
function is provided by the STATUS message in fig-
ure 4.

The Mbus-based communication can be separated in
access router-internal and external communication. The
internal communication is used for coordinating the in-
ternal gateway modules that are required for establishing
Internet connectivity, and the external communication is
used for signalling the current connectivity state to exter-
nal components such as user PCMP modules and applica-
tions. The internal status notifications are aggregated and
evaluated by a dedicated module and can trigger sending
external status notifications. The WLAN network access
function is implemented by three modules: the Connectivi-
tyDetector, the AutoAuthenticator, and the notification and
control module.

The ConnectivityDetector is monitoring the WLAN in-
terface and performs the actual WLAN interface configura-
tion and the WLAN association procedure. It generates two

Mbus messages: if.status and scan.result. The
if.status message is sent periodically for reporting the
status of the WLAN interface and the current WLAN as-
sociation, e.g., it is used to report the signal quality and
the MAC address of the currently associated access point.
scan.result is used to report the result of WLAN scan-
ning processes. The message contains a list of available ac-
cess points including specific information such as 802.11
channel, noise and signal level, ESSID, MAC address, and
security information (e.g., WPA, WEP, open access).

The AutoAuthenticator manages the WLAN connectiv-
ity based on status events received from the interface man-
ager. It monitors the connection status and decides, based
on the user provided configuration, when to associate with
a new WLAN access point. When the access module de-
cides to associate with a new access point, it sends the
if.connect message to the ConnectivityDetector that
initiates the association process. This message includes
parameters such as the access method (WEP, open access)
and, if required, the WEP key to be used).

The notification and control module monitors the cur-
rent state of the ConnectivityDetector and the AutoAuthen-
ticator, and aggregates this information for external clients
such as a PCMP module. It multicasts periodic status
messages that describe the current interface status as one
of disconnected, disconnecting, connecting,
and connected.

WLAN
interface
manager

WLAN
access
module

Notification
and control

module

PCMP

Application

SCAN_RESULT
(ap=AP1,

ESSID=“ANY”,…)

DISCONNECTED
DISCONNECTED

CONNECTING
CONNECTING

CONNECT(AP1)

STATUS(CONNECTED
CHANNEL 1, SNR 25)

SCAN_RESULT
(ap=AP2,

ESSID=“PRIVATE”,…)

CONNECTED
CONNECTED

SCAN_RESULT
(ap=AP3,

ESSID=“FREE”,…)

Figure 4: Local Mbus communication for interface management

A sample Mbus coordination session for interface man-
agement is depicted in figure 411. The AutoAuthentica-
tor coordinates the network association and notifies the
notification and control module that represents the inter-
face to external modules. In this sample message flow, the
ConnectivityDetector reports two available WLAN access
points from two different domains. We assume that the sec-
ond access point is not available for public use and that the

11The message names are abbreviated for readability.
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access module has no configuration that would allow us-
ing this access point. Therefore, the first access point is
selected. In this example, the association has been success-
ful, and the ConnectivityDetector starts to periodically re-
port the status of this association. While being associated
to this access point, the ConnectivityDetector may detect
other available access points and will report these to the ac-
cess module. The access module can use this information,
together with the current link status and its configuration
data for deciding when to perform a handover (not shown
in figure 4).

On the mobile node, we provide a simple configurable
TCP relay that is used as an outbound proxy by each ap-
plication to be enhanced by Drive-thru services. It allows
standard applications (such as mail client and web browser)
to be configured with a static peer/proxy address—i.e., an
address on the local machine—and redirects incoming con-
nections: to a local PCMP client on the mobile node or to
the PCMP client in the vehicle as determined by means of
the local announcements.12

7 TESTING AND EVALUATION

Our initial DT-MAG prototype implementation runs on
a Linux-based laptop with a WLAN interface featuring an
external antenna and an Ethernet interface for local in-
vehicle communications (later referred to as the laptop-
only configuration). The ConnectivityDetector, the Au-
toAuthenticator, and all related modules (such as the DHCP
client) run on the DT-MAG. Finally, the PCMP client
may be run either on the DT-MAG or on a user’s mobile
node, depending on the usage scenario. The user appli-
cations run on the client device presently connected via
Ethernet but may also run on the gateway, e.g., in case
of built-in computers in a vehicle, or may be distributed
across both. While the present version of the integrated
PCMP client provides just persistent transport connections,
a stand-alone implementation already supports POP3 and
SMTP as application protocols as noted above.

In addition, we have developed a special variant of the
DT-MAG system that runs on an embedded device that
is closer to a dedicated “car router”. We have ported the
DT-MAG software to the Linux-based Linksys WRT54GS
WLAN access point with the following system specifica-
tion: IEEE 802.11b/g WLAN interface, 4-port Ethernet
switch, 200 MHz MIPS CPU, 32 MB RAM, 8 MB Flash.
We have used the openWrt Linux distribution13. In this
case, the WRT54GS acts as a router for a mobile network
in a vehicle. For our measurements, the WRT54GS was
connected to the laptop (the user device) via Ethernet, us-
ing one of the built-in Ethernet ports.

12A future optimisation could be to transparently capture the applica-
tion’s TCP packets and terminate the respective connection without any
manual reconfiguration required for the application.

13http://www.openwrt.org/

Due to memory constraints, we were not able to directly
port the full DT-MAG version. However, the modular de-
sign allowed us to split the functionality and run the Con-
nectivityDetector on the WRT54GS while moving the Au-
toAuthenticator to the laptop (the user device). The under-
lying Mbus coordination mechanism makes this split trans-
parent to the software modules, so that the AutoAuthentica-
tor obtains the link interface status over the local network.

Figure 5: DT-MAG components used in measurements

Figure 5 depicts the DT-MAG components we have
used for our measurements: For the embedded system, the
Linksys access point is connected to an external antenna
and talks to the laptop via full duplex 100Base-T Ethernet.
For the laptop-only configuration, the laptop-based proto-
type uses a Buffalo Airport eXtreme WLAN card that con-
nects to the same external antenna. In both settings, the
laptop is also connected via USB to an external GPS re-
ceiver for correlating measurement values to car positions
and for recording the current speed.

We have carried out numerous measurements with the
laptop-only and the WRT54GS-based system to validate
the feasibility of our approach and to assess the perfor-
mance of both configurations with respect to WLAN char-
acteristics, connectivity establishment times (WLAN de-
tection, DHCP-based client configuration), hotspot associ-
ation (UAM login times), and TCP throughput.

We have chosen three different settings: in the labo-
ratory (for reference), on the Autobahn, and in an urban
environment. In all three scenarios, we have emulated a
public WLAN hotspot by connecting an IEEE 802.11g ac-
cess point to an authentication server (a laptop running No-
Cat14). For the lab setup, we have put the access points and
the WLAN stations in a single room at Universität Bremen
and measured the behaviour without mobility. For the Au-

14http://nocat.net/
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Figure 6: Urban measurement courses

tobahn setup, the access point and antenna were mounted
on a pole next to the road in our “standard” rest area
on the A27 between Uthlede and Hagen (at N 53◦ 20.484,
E 8◦ 36.425), an otherwise rather isolated area.

For the urban setting, depicted in figure 6, we mounted
the access point and the antenna on the fifth floor inside an
office building on the campus of Bremen university behind
a window (near N 53◦ 06.3843, E 8◦ 51.1349, (A) in the fig-
ure) facing the street Universitätsallee (which we used for
the measurement drives). We performed system configura-
tion at point (S). For the laptop-only measurements (orange
lines), we drove back and forth between turning points (1)
and (2)—which are chosen so that they are out of the radio
range of the AP. For the Linksys measurements (blue lines),
we needed to extend the course due to the (perceived) far-
ther reach of the WLAN hardware and chose turning points
(1) on one end and (3) and (4) on the other. Due to its ur-
ban nature, many other WLAN access points with different
SSIDs and authentication schemes were visible including
the university’s campus WLAN.15

In both mobile settings, we repeatedly drove past the
WLAN access points, turned and passed again. In contrast
to the autobahn setting where we could maintain a constant
velocity of 120 km/h, traffic conditions and the course it-
self in the urban setting led to the velocity varying between
0 km/h (at red traffic lights) and some 50 km/h. The traffic
light are marked as TL1, TL2, ..., TL5 in figure 6.

For all tests, we measured the net TCP throughput for
data transmission from a laptop in the fixed network to the
mobile node, with the fixed node sending at maximum rate.
We used our self-developed measurement infrastructure,
including a TCP traffic generator called tcpx and various
analysis scripts [14]. Each test run consisted of a single
tcpx session via PCMP that was maintained across several

15During our measurement runs, we found 29 access points using
16 different SSIDs with the laptop-only setting and, (partly) due to the
slightly longer course, 47 access points using 30 different SSIDs. with the
Linksys system.

passes through the artificial WLAN hotspot. The PCMP
client was informed via the Mbus about the connection to
the wireless LAN after successful authentication and so
could initiate/resume data transmission in a timely fashion.

Our measurements provide quantitative information
about connectivity periods, the delays between radio link
detection and its use for application data, and the TCP
transmission characteristics. However, we have conducted
only a few proof-of-conceptmeasurements on the autobahn
and obtained results only for the laptop-based DT-MAG. 16

Instead, we have focused on urban measurements that are
environmentally more challenging as discussed below. The
results we have obtained from these measurements (some
15 for the laptop-only and some 20 for the Linksys setup)
are, however, only of limited statistical significance for at
least two reasons: 1) the changing environmental condi-
tions (such as velocity and other vehicles on the road) and
2) the unpredictable interference with other WLAN net-
works (which are important to test with, however).

Nevertheless, the sample data presented below—a set
of successive measurement runs representatively chosen
from a larger collection of measurements to show important
observations—is roughly repeatable. While further mea-
surement results are clearly desirable for validation, our
findings so far are sufficient to prove the feasibility of our
implementation, help to identify some trends and issues,
and also point to potential for future optimisations. Note
that, except for the achieved throughput (which is due to a
different hardware setup, active scanning, and, for the ur-
ban scenario, also due to interference), these results match
fairly well our previous measurement runs carried out for
different purposes [10] [14] [7].

16It turned out that the performance of the embedded DT-MAG imple-
mentation on the Linksys access point degraded significantly when mov-
ing higher speeds, e.g., at 120 km/h, our Autobahn reference speed: the
WLAN interface detection mechanisms that worked reliably in the lab did
not operate properly at higher velocities. We have analysed this behaviour
in the lab and will perform further measurements with the embedded DT-
MAG implementation in the future.
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Table 1 gives an overview of one of our test runs on
the Autobahn and in the urban setting, listing the time re-
quired for DHCP-based autoconfiguration, for UAM-based
authentication (if any), and the total access delay as well as
the usage period denoting the time the link was used for ac-
tual tcpx data transfer via PCMP. The measurements Auto-
bahn 1 and 2 were performed with plain WEP access con-
trol17 (configured based upon the observed SSID), Auto-
bahn 3 and 4 as well as all Urban measurements had UAM
enabled. The long UAM authentication delay in Autobahn
3 is caused by dynamically loading the required modules
upon first contact. The total connectivity period (during
which the AP is usable for the mobile node) is compa-
rable to previous experiments [10] [14]. Urban nb indi-
cates notebook-only setups and Urban ap those using the
Linksys access point. The Ids are used for reference and
a1–a4 and b1–b4 also correspond to the plots in figure 8.
The urban measurements have been performed driving in
an alternating fashion in both directions: for measurement
a1 we drove from reference point 1 to reference point 2,
back for a2, and so on. For measurement b1 we again
drove from point 1 to 4. As noted above, the traffic con-
ditions and interference in the urban scenarios were highly
variable and thus caused the significant differences in con-
nectivity periods.

Location Id DHCP Auth Total Usage
Delay Delay Delay Period

Autobahn 1 1.91 s – 1.91 s 55 s
Autobahn 2 1.52 s – 1.52 s 76 s
Autobahn 3 4.87 s 25.00 s 29.87 s 26 s
Autobahn 4 2.83 s 10.00 s 12.83 s 54 s
Urban nb a1 6.38 s 3.00 s 9.38 s 70 s
Urban nb a2 16.31 s 2.00 s 18.31 s 118 s
Urban nb a3 51.15 s 2.00 s 53.15 s 5 s
Urban nb a4 10.94 s 2.00 s 12.94 s 46 s
Urban ap b1 5.56 s 2.02 s 7.58 s 66 s
Urban ap b2 40.91 s 2.02 s 42.93 s 57 s
Urban ap b3 10.69 s 2.02 s 12.71 s 55 s
Urban ap b4 45.05 s 5.04 s 50.09 s 106 s

Table 1: Access delay and connectivity periods when connecting
to a WLAN access point via the DT-MAG

From table 1, we observe that the access delay in-
curred is ideally not larger than 20 s including link de-
tection, DHCP-based auto-configuration, and UAM. The
major variability in the urban measurements arises from
DHCP which takes typically much longer than for the au-
tobahn measurements.18 This effect can be explained by
the varying traffic conditions in conjunction with an imple-
mentation and reporting characteristic of the DT-MAG: it
notices WLAN access points from beacons well before the

17Because we were testing with a set of different WLAN NICs we have
selected WEP-based encryption as the greatest common denominator.

18we have also observed similar variability for DHCP in [15].

signal is strong enough for successful association. As the
ConnectivityDetector does presently not distinguish a sep-
arate “associated” state, it reports a WLAN immediately
upon beacon reception. If the car moves constantly, asso-
ciation follows right away and the initiated DHCP proce-
dure will succeed (which is always the case on the auto-
bahn but only sometimes in the urban scenario). In the ur-
ban measurements, it frequently occurred that the WLAN
access point has been discovered when driving from ref-
erence point 1 eastwards, however, the link only became
usable after passing traffic light 2. When there was slow
traffic or even a red light at TL2, this phase could last 20
seconds or more during which the DHCP procedure does
not succeed (see the discussion below).19 It should be
noted that, despite the unreliable broadcast transmission of
DHCP requests and responses without 802.11 error con-
trol, analysing the tcpdump traces revealed only rare DHCP
packet losses (adding only a second or two further delay).

Figure 7 shows the activities of the DT-MAG and the
net application data rate during Autobahn 4. As can clearly
be seen, the access delay of some 13 seconds only occu-
pies the entry phase (entering the hotspot [9]), leaving most
of the production phase (the phase with good connectiv-
ity) for the actual data exchange. The figure also depicts
when the ConnectivityDetector determines the link loss
from monitoring the wireless LAN card shows the delay
before notifying the application (PCMP) about this event of
some 15 seconds. The artificial delay avoids frequent sus-
pend/resume operations of the application in case the con-
nectivity is regained shortly afterwards and thus prevents
extra overhead and oscillation. This comes at the penalty of
increased switchover latency if different access points are
close by, thus potentially leading to wasted communication
opportunities.20 Therefore, we consider adapting this no-
tification delay dynamically depending on the density of
available access points in the surrounding area.

Figure 8 shows the SNR and net application data rate
for Urban a1–a4 and b1–b4. We observe that the data rate
is lower than for the Autobahn scenario which must be at-
tributed to significantly lower SNR due to the positioning
of the access point and also to more interference (from mul-
tipath effects, from numerous other wireless LANs) and at-
tenuation (buildings, trees, other cars)—which is supported
by the significant variation in maximum throughput.

Autoconfiguration and automated WLAN access take
place between the respective first indication of a radio sig-
nal and the start of the data transmission. This period that
can be rather short as, e.g., a4 and b1 show but can also be
quite significant for the reasons explained above. Of par-
ticular interest is measurement a3 with an overall DHCP

19We have also correlated vehicle speed as determined by GPS to our
measurements and found the results to be in line with our above consider-
ations.

20While our PCMP implementation is capable of autonomously deal-
ing with changing interface parameters, observing such changes is only
possible if PCMP is running on the device hosting the WLAN NIC.
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Figure 7: Autobahn measurement with laptop setup at 120 km/h

delay of 51 s, which was caused by driving behind a mov-
ing tram that was also driving eastwards and was addition-
ally blocking the line of sight to the access point. For b2
and b4, the access point becomes visible well east of the
(red) traffic light TL5 but the association only completes
between TL5 and TL4 when driving westward.

Against the end of the usage period, the data through-
put goes down and reaches zero, usually before loss of the
radio signal is noticed, thus mirroring the effect when en-
tering the WLAN (so that simple link layer triggers on ra-
dio signal would be of little use for PCMP). For the ur-
ban notebook-only scenario in figure 8a, we further observe
that link layer signal reporting continues for many seconds
beyond the last transmitted data packet while the Linksys-
based radio signal loss detection is much closer to the end
of data transmission as can be seen from figure 8b. This
may indicate that the Linksys hardware has better radio ca-
pabilities (more symmetric to the AP) so that beacon re-
ception and frame transmission cease roughly at the same
distance to the AP. This is subject to further study.

When we compare the performance of the laptop-
only configuration to the embedded DT-MAG configura-
tion based on the Linksys access point (based on figure 8),
we can note the following: the maximum TCP through-
put of the embedded DT-MAG configuration is approx-
imately 2 to 3 times lower compared to the laptop-only
configuration. We have been able to reproduce this per-
formance difference (actually a factor of 3 to 4) in labora-
tory measurements where we have analysed the behaviour
without the random effects caused by mobility on the road.
Based on measurements from different test runs with dif-
ferent embedded DT-MAG configurations we have made
the observation that the automatic WLAN selection and the
WLAN scanning implies a significant performance penalty
on the Linksys access point. Further analysis has shown
that the Linksys access point’s WLAN NIC exhibits a dif-
ferent a timing behaviour with respect to WLAN scanning,
which has resulted in a higher scanning rate compared to

the laptop-only configuration (one second interval com-
pared to four second interval). We are currently revising
the WLAN scanning implementation in order to accommo-
date different WLAN NIC implementations to improve the
overall performance.

Our measurements with the embedded DT-MAG and
the laptop-only configuration have also revealed that the
Linksys access point-based embedded variant provides bet-
ter WLAN radio communication performance: In most
measurements, the coverage zone was significantly larger
(obtained from corelating SNR readings and GPS coor-
dinates) and generally the signal-to-noise ratio was also
larger (also reflected by figure 8 although both configura-
tion used the same external antenna.

Overall, our tests have shown that the stand-alone im-
plementation of a Drive-thru Mobile Access Gateway is
feasible and operates well in very different environments
including an environment packed with non-accessible
WLANs. Partly forced by the present constraints of the
embedded access router platform, we have shown that the
modular decomposition approachwith message passing be-
tween local components is workable and has no noticeable
performance impact as the individual components oper-
ate largely autonomously and the number of message ex-
changes is negligible. Offloading complex functionality
from the embedded system (to the user device) even al-
lows, e.g., potentially specialised access control function-
ality to be implemented where the knowledge about such
WLANs resides and helps to avoid replicating these func-
tions or even the associated credentials to a (shared) device
that is not trusted from a user perspective.

With this, the DT-MAG system architecture exhibits
the desired flexibility and allows functionality to migrate
smoothly between user devices and the gateway.

Assuming a gateway with a WLAN interface imple-
mentation that is able to appear as multiple different
WLAN cards simultaneously (or a hotspot that bases ac-
cess control solely on IP addresses), this approach would
allow even different users in the same vehicle to use dif-
ferent wireless service providers per hotspot at the same
time. For example, current advanced WLAN access points
provide the possibility to advertise multiple ESSIDs and
to link these different network names to different RADIUS
domains.21 A similar mechanism could be used in a mobile
gateway implementation where different ESSIDs represent
differently configured DT-MAG services.

To enable such kind of operation, the the user must be
able to dynamically locate an available DT-MAG, deter-
mine which functional range it offers (just WLAN bridg-
ing, supportive link status notification, full authentication,
PCMP, application support). The user device must also ob-
tain the Mbus configuration parameters for communication
with the DT-MAG without manual interaction. A possible
approach to this would be to employ service location and

21E.g., the Cisco Aironet 1100 series access points.
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Figure 8: Selected urban measurements with (a) laptop and (b) Linksys AP router setup at up to some 50 km/h (four passes)

service association concepts such as the Dynamic Device
Association (DDA) protocol [25]. Based upon MT-MAG
capability information obtained in such a way, the mobile
user may dynamically disable similar local services already
provided by the DT-MAG and hence not needed on her de-
vice (which could also happen automatically).

8 DISCUSSION: GATEWAY LOCATION AND

CROSS LAYER OPTIMISATIONS

The motivation for developing the DT-MAG system
was to enhance the support for managing intermittent con-
nectivity in scenarios, where the user device cannot be di-
rectly attached to the access link. This applies to some
vehicular communication scenarios, where dedicated hard-
ware is needed to establish connectivity but also to multi-
user scenarios, where resource-sharing may be the primary
motivation.

One interesting consequence of introducing such a
gateway in intermittent connectivity scenarios is that the
user device is no longer directly connected to the problem-
atic link. Instead, all aspects of network access are taken
care of by the gateway. This means that disconnections
and varying link characteristics are not directly visible to
higher layer protocols and applications. On the user de-
vice, the network link is no longer a volatile resource and
the interface configuration remains constant.

When doing our first tests with the decomposed DT-
MAG running the ConnectivityDetector and the AutoAu-
thenticator on the gateway and PCMP on the user device,
we have immediately observed the different behaviour of
PCMP. When directly connected to the access link, the
PCMP module would notice the loss of connectivity quite
quickly as the operating system’s API would provide the
corresponding trigger, e.g., by flagging an error condition
for the socket. The PCMP function would then close the
TCP connection and try to reopen it once the WLAN inter-
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face becomes usable again.
Apparently, a different approach is required, when the

DT-MAG is managing the access link—which is the mo-
tivation for introducing explicit indications about the link
state to interested entities using the DT-MAG. This is also
a structured and more robust way for higher layers and
applications to learn about the link state. Instead of hav-
ing to react to failures, e.g., a failed write operation on
a UNIX socket descriptor, interested applications can be
made aware of link characteristics. This allows a much
better handling of intermittent connectivity and can also
be helpful for simply adapting the application behaviour to
changed network characteristics or for informing the user
in a sensible way about the present connectivity status, e.g.,
by providing a hint in the user interface.

Of course, giving higher layers access to detailed link
information can also be viewed as severe layer violation. In
traditional Internet environments, it is desirable for appli-
cation developers not having to deal with detailed informa-
tion from lower layers but rather using a simple and abstract
interface. However, our DT-MAG design offers the addi-
tional link state information as an optional service and thus
allows applications that understand this information to op-
erate much more efficiently. To date, this mainly affects our
PCMP-based client-proxy and new, disconnection-tolerant
applications. But even existing applications can benefit as
they may use the improved PCMP-proxy that provides the
intermittent connectivity management service.

Finally, the concept of using “lower layer” hints only
for optimisations (rather than as a feature to rely upon) is
indeed highly important when looking at a broader scope:
While we are presently assuming a simple network topol-
ogy within a vehicle that consists of a single link and is rel-
atively reliable with a well-identified access link, the link
experiencing intermittent connectivity may well be farther
away or there may be several affected or unstable links.
And, of course, the application should not need to know
whether or not it is running on a mobile or a fixed node.
Such assumptions may often become invalid in the future
and, consequently, while optimisations may rely on them,
the basic system operation should not.

9 CONCLUSION

This paper has presented the motivation for a DT-MAG
and its modular design following the requirements and the
grouping of functions we have derived from various oper-
ational scenarios. We have implemented two prototypes of
the DT-MAG and have started testing them in real-world
scenarios. The DT-MAG enables several users to effi-
ciently share a common network access link and Drive-thru
communication context. Its modular design and the link-
local communication bus allow flexibly moving function-
ality between the DT-MAG and user devices. The design
particularly supports users with devices capable of stand-

alone Drive-thru operation to dynamically locate and take
advantage of a DT-MAG.

While the motivation is to push as much functionality
as possible to the DT-MAG to maximise its effectiveness,
this requires common accounting and, to some degree, trust
in the DT-MAG. Independent of these, however, Drive-thru
functions running on a car router also imply that the persis-
tent connection state resides on this router, thereby disal-
lowing a user to resume communications initiated before
entering and to continue after leaving the vehicle. While
this is not an issue for devices built into, e.g., a bus, individ-
ual communication is clearly restricted. We are currently
investigating whether simple PCMP state transfer mecha-
nisms can be employed to mitigate this shortcoming. We
are also looking into integrating application-specific func-
tions with the car router in a way that works with PCMP in
the router as well as on the clients. Finally, business aspects
and their technical implications to make hotspots broadly
available to Drive-thru users deserve further consideration
so that Drive-thru Internet access becomes equally attrac-
tive for a single user in a car and anonymous individuals
sharing resources on a bus or train.

Separating the user device from the access link in sce-
narios with intermittent connectivity by installing a gate-
way has interesting consequences as we have discussed in
section 8. Our main conclusion from this discussion is that
networking in challenging environments such as the Drive-
thru-Internet environment mandates a different perspective
on some acknowledged principles such as strict layering.
Instead of shielding higher layers and applications from
specific network characteristics, it can be useful, if not re-
quired, to distribute information about the path character-
istics to endpoints. While in the DT-MAG case, the chal-
lenged access link is of main interest, we also observe that a
system design should not make too restrictive assumptions
about its operational environment, in particular the number
and location of the critical link(s).

For future work, we are considering better support for
the DT-MAG in making decisions about network selection
and connectivity management, e.g., by integrating a net-
work information service that allows the gateway to obtain
detailed information about available networks in its envi-
ronment. For mobile WLAN access, the network associ-
ation could be supported by explicitly distributing hotspot
properties such as ESSID, channel configuration, security
mechanisms, but also hotspot operator(s), tariff schemes,
and roaming options. For the Drive-thru-Internet environ-
ment, where the path of the vehicle can often be predicted
(in cars, but especially in trains) this could significantly im-
prove the DT-MAG performance.

Furthermore, we are investigating additional hardware
platforms for the embedded DT-MAG system, as the cur-
rent platform is not able to host the complete functionality
for managing intermittent connectivity (we are also look-
ing into optimising our prototype implementation). In that
direction, we will also experiment with different local net-
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work interfaces, e.g., offering local WLAN access to the
DT-MAG, and we would like to enhance the DT-MAG be-
haviour by employing multiple external WLAN interfaces,
e.g., in order to concentrate the scanning function on one
interface but also to enhance the performance by means of
data striping. Automatically coordinating between several
DT-MAGs mounted alongside a vehicle (e.g., at both ends
of a train) while maintaining the modularity concept is an-
other interesting research aspect.

For the long-term, this could be further generalised to
heterogeneous networks, e.g., employing 3G in addition to
WLAN(s), so that the concepts of always best connected
and handling intermittent connectivity are combined. Al-
lowing to relax the connectivity requirements will add flex-
ibility and thus add choice for the user: choice when to use
which networks and even allow for service interruptions
so that, besides availability, cost and efficiency of commu-
nication networks gain importance in mobile communica-
tions. With enhanced user policies, a user will be able to
better specify her preferences and thus emphasise the best
in “always best connected”—in the sense of most appro-
priate from her perspective—as opposed to the always.
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nächsten Generation. PIK, Vol 26, No 4, October 2003.

[5] B. Anton, B. Bullock, and J. Short. Best Current Prac-
tices for Wireless Internet Service Provider (WISP) Roam-
ing, Version 1.0. Wi-Fi Alliance, February 2003.

[6] A. Balachandran, G. M. Voelker, and P. Bahl. Wireless
Hotspots: Current Challenges and Future Directions. In
Proceeding of WMASH 2003, September 2003.

[7] J. Ott and D. Kutscher. Exploiting Regular Hot-Spots for
Drive-thru Internet. In Proceedings of KiVS 2005, Kaiser-
slautern, March 2005.

[8] J. Ott and D. Kutscher. Why Seamless? Towards Exploit-
ing WLAN-based Intermittent Connectivity on the Road. In
Proceedings of the TERENA Networking Conference, TNC
2004, Rhodes, June 2004.

[9] J. Ott and D. Kutscher. Drive-thru Internet: IEEE 802.11b
for ,,Automobile“ Users. In Proc. of IEEE Infocom, Hong
Kong, 2004.

[10] J. Ott and D. Kutscher. The “Drive-thru” Architecture:
WLAN-based Internet Access on the Road. In Proc. of VTC
Spring 2004, May 2004.

[11] A. Baig, M. Hassan, and L. Libman. Prediction-based Re-
covery from Link Outages in On-Board Mobile Communi-
cation Networks. In Proceeding of IEEE Globecom 2004,
December 2004.

[12] Website of FleetNet. http://www.fleetnet.de/, 2003.

[13] L. Bononi, M. Conti, and E. Gregori. Design and Perfor-
mance Evaluation of an Asymptotically Optimal Backoff
Algorithm for IEEE 802.11 Wireless LANs. In 33rd Hawaii
International Conference on System Sciences, January 2000.

[14] J. Ott and D. Kutscher. A Disconnection-Tolerant Trans-
port for Drive-thru Internet Environments. In Proc. of IEEE
Infocom, Miami, 2005.

[15] J. Ott, D. Kutscher, and M. Koch. Towards Automated Au-
thentication for Mobile Users in WLAN Hot-Spots. In Pro-
ceedings of VTC Fall 2005, September 2005.

[16] M. Esbjörnsson, O. Juhlin, and M. Östergren. The Hoc-
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