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S-38.3183: Internet Traffic Measurements and
Measurement Analysis

Lecture 10: Multipoint Network Measurements
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Multipoint measurement

* Passive measurement done on the several locations at the same time
— Each PoP
— Each step of the network
— Each step within service center
* Active measurements done from several locations at the same time
— Mesh measurements
* Between PE routers
— Spatial measurement
* Each access loop individually and mesh between PEs
— Consolidation measurements
* Various locations against single point
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* From single point of analysis ta multi-point correlatlons
— Added accuracy (vosens]
— Spatial differences

* Added challenges %
— N times more data E

— N times more devices 5 ?
— N point time synchronization $
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Passive multipoint measurement

ctionality from each PoP

Analyze traffic load, p

— Traffic matrices

* Offered load vs goo

Delays
Flow patterns
Load patterns

attern and dire

Protocol patterns
— Trend analysis
* Input for dimensioning
— Charging records

* Usage based charging

) [ httpuistats, e FYFICTE-L_tokal el v| © siny |G,
Traffic for the last day H Packets for the last day H
8.0 5 H H
= 151 2
606 5] = 8
w w L.on
z g
= 406 =
0.5 M
208
0.0 0.
06:00 12:00 18:00 06200 12:00 18:00-
Bin Cur:  4.970 Gops Max: B.601 Gbps Avg:  5.566 Gops Din unicast  Cur: 817.315 kpps Max: 1.669 Mpps Aug:  1.046 Mpps
ot s 4970 Gops Max: .54 Ghns vg:  5.366 Glos Mot unicast  Cur: 947.490 kpos Max:  1.669 Mgos Avgs  1.046 s
Bin nonunicast Cur: 5.080 pps Max:  6.000 pps Avg:  0.042 pps

144 2006

Tue Oct. 24 00:33:44 2006 - Wed Oct 23 00%

(e) FICIX ry

Week (30 min average}

Boout nonunicast  Cur

Tue Oct 24 00:33:44 2006 - Ued ct 25 00:33:dd 2006

105,720 pps Max: 120,000 pps Avg: 104.944 pps

) FICIN ry

Fackets for the last week

lled Oct 16 00:33:44 2006 - Wed Oct 23 00:33:44 2006

(c) FICIX ry

Month (2 hour average)

Traffic for the last week
i ] 1 e
806 ) I & L | 8
{ I g 4 @ i i "=
i a | | E] | it E]
605 A5 k- 5
f
3 1 s e i J g o | o | | i
R f { | ) = | | t - | y
i f f i i i ] L I | A
200 oo n
0.0 0.
ext Thu Fri sat Sun Hon Tue Ued Tha Fri sat; sun ton Tue
Oin Cur:  5.684 Gops Max: B.602 Ghps Awg:  5.301 Gbps Oin unicast Cur:  L.077 Mpps Maxz  1.678 Mpps Aug:  1.004 Mpps
Wt Cur:  5.683 Gops Max: B.601 Gbps Awg:  5.300 Gbps W oout unicast Cur:  1.077 Mpps Max: 1.679 Mpps Avg:  1.004 Mpps
Bin nonunicast Cur: 5.000 pps Max: 5.997 pps Avg:  5.018 pps

B oyt nonunicast  Cur

tied Oct 18 00233:44 2006 - Ued ot 23 00:33:44 2006

104,490 pps Max: 149.784 pps Avg: 105778 pes

@) FICIA ry

Traffic for the last month

Packets for the last month

144 2006

Mon Sep 25 00:33:44 2006 - Wed Oct 25 0%

10.0 6 & £
H fi i I H
| 1 150 &
FFEE i A EERee R
LN IR R e frali: e T R
0RO 3
605 Gl LR R g g 1 B RER RN OB
g AR ARARRAARA LR R || 2 = RAARRAARARA AT
= g0 o Al SRR R RN CHE L L R EAETEE S IR = I A T (LRI CHE L
d T (F IR R S R R L L
1 -t [ v
(0 RIS i LR 051 t t t
205
0.0 0.
Uesk 39 Uesk 40 Uesk 41 Vesk 42 Vesk 39 Uesk 40 Ueek 41 Ueek 42
Din Curs 6.070 Ghps Max:  8.266 Ghms fvgs 5,420 Gbps Din wnicast  Curs 1.453 Mpps Max: 1,723 Mops Avg:  L.002 Hpps
Hout Cur:  6.060 Gops Max: 9.287 Gbps Ave:  5.920 Ghps B out unicast Curi  1.193 Mpps Max:  1.723 Mpps Avg:  1.002 Mpps
Bin nonunicast Cur: 5,004 pps Max:  6.082 pps Avg:  5.006 pps

B out nonunicast Cur: 105.807 pps Max: 140.108 pps Avg: 109.130 pps

() FICIX ry

@ FICIK ry

Hon Sep 25 00:35:44 2006 - Ved dot 25 00:33:dd 2006

8 X



\ &

TEKNILLINEN KOREKEAKOULU

Tietoverkkeolaboratorio

Lic.(Tech.) Marko Luoma (5/16)

Passive multipoint measurement

Spatial analysis
— Customer traffic generation

* LAN traffic
— Access network traffic

* Shaping to the access link
— PoP traffic

* First stage of multiplexing
— Core traffic

* Second stage of
multiplexing

Traffic patterns
Service usages
Quality requirements

— Dimensioning goals
Lost packets

Delays in different stages of the
network
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Passive multipoint measurement

Each step within service center

— Offered load from the core
network

— VPN effects

— FW effects

— Load balancer effects

— Service switching network
* Storage services
* Collaboration services
* Mediation services
* Consolidated services

Progress of traffic

Delays

Errors

Lost packets or connections
Availability of services
Misdirections
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Passive multipoint measurement

* Progress of the traffic can be
analysed in detalil

— Is the packet flow (route) as
expected

— Are there replications
— Are there changes

* Expected
— SBCs

* Unexpected
— Misbehaving device




\ =
TEEMNILLINEN KORKEAKOULU

Tietoverkkolaboratorio Lic.(Tech.) Marko Luoma (8/16)

<06 / 2005-04-19

Passive multipoint measurement
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Tens of ocols to d;code
bigabytes Elata

* Noise

Often‘hard to combine packets|
n different poing

authentication
server

PPF RFC14661, RFC14662; Frame relay FRE1, RFCT490 HDLC
Cisco ; IP RFECTZ1 ; Ipwd over Ipvd supported, REC2522 ) Ipvd
over lpvd funneling supported, RFC2185 ; MNetwork tirme pro-
tocol REC1305 ; MNetwork address transiation (NAT) ; DHCP
RFEC2121 ; CIDR RFC1519 ; ICMP Router Discovery (server por-
tion) RFC1256 ; ICMP RFCT22 ; ARP RFCE26 Route aggrega-
tion ; Reguirements for IPv4d routers RFC181 2 ; Route redistribu-
tion ; DVMREP RFC1075 ; IGNMPY2 RFC2236  PIM-5M ; Mulficast
tunneis ; PIM-DM [multicast) ; RIPv1 RFC1058 ; VRRP RFC 2338
» OSPFe2 RFC2328 ; RIPYZ2 [(with authentication) ; RFC1723 ;
ISRF [opfional) Cisco ; Stafic roufing BSR4 [oplional, available
: onby for IP230) RFC1771 ; Supports IEEE8B02. 1x aufhentication
frammework GRE tunneling § 35L versions 2 and 3, TLS | wersion
1 supported ; Mative IPSec (IKE, AH, ESF) ; 55H server, versions
1T and 2 ; supporded ; MDS Routing Authentication ; [RIPvZ]
RFC1723 ; ShMPw2 with User-Bosed Security Model ; Radius <li-
ent RFC2865 Radius accounting client ; RFRC28486 ; Proxy Ra-
dius RFZ 28465 ; Virtual Router Redundancy ; Protocol RFC2338
: Traffic management ; SSLTLS RFC2246 ; S5L/TLS RFC2214 ;
S55H server, versions 1 and 2 suppored ; SMME SMNMPY2 and
SMMPw3 CL wia Telnet RFC854 | RFCe59 @ SMTP mail (send)
RFCS821 ; RFC1760 ; SMNMP and SMMP MIB Il RFCT1213 ; RADIUS
autih.client MIB RFC2618 ; RADIUS acc.client MIE RFC2620 ;
PO22 MIE ; DiffSery, EF) RFC2598 ; 1350 The TFTP Profocol
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Solution

Clarified Networks — HowNetWorks
— Finnish SME developing tools to bring order into chaos

* Causality analysis -> causalities are easier to understand for
humans than individual bits and packets
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Active Multipoint Measurements

* Availability analysis between PE's

— Potential outages of the
network

* Delays between PE's

— Load level vs SPF
optimization

* KPI analysis for core network
— Delay, jitter, loss
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Active Multipoint Measurements

e Spatial composition
— Each stage of the network is measured as a separate entity

* Same level of aggregation in measurement traffic as there is
aggregation in users

— Each customer has not separate core network measurement
stream rather one measurement which results are shared

— Each customer has individual access loop measurement
whose results are composited to core measures

— Lower accuracity with better scaling
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Active Multipoint Measurements

* Consolidation measurements
— Testing from several locations to single point in the network
* User sites to consolidated service center
* Users to NPs Internet gw

* Between service demarcation points
— Hub and spoke VPN
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Multipoint Measurements

* Challenges
— Time synchronization
* System time differences limit the accuracy of measurements
— Local oscillators with initial synchronization
— NTP
— GPS
— Processing time constraints
* |njection of time information into packets
— HW/SW
— Packet rings
— IRQ mitigation



