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- Wired Magzine on VPNs in February 1998 -

”The idea is to create a private network via
tunneling and/or encryption over the public
Internet. Sure, it’s a lot cheaper than using
your own frame-relay connections, but it
works about as well as sticking cotton in
your ears in Times Square and pretending 
nobody else is around.”
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± 03/6
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What is a VPN?
� 9LUWXDO

± QHWZRUN�UHVRXUFHV�XVHG�DUH�SDUW�RI�D�FRPPRQ�VKDUHG�
UHVRXUFH

� 3ULYDWH
± SULYDF\�RI�DGGUHVVLQJ�DQG�URXWLQJ�± WRSRORJLFDO�LVRODWLRQ

± VHFXULW\��DXWKHQWLFDWLRQ��HQFU\SWLRQ��LQWHJULW\��RI�WKH�GDWD

± �VHHPLQJO\��GHGLFDWHG�XVH�RI�QHWZRUN�UHVRXUFHV�±
WHPSRUDO�LVRODWLRQ

� 1HWZRUN
± GHYLFHV�WKDW�FRPPXQLFDWH�WKURXJK�VRPH�DUELWUDU\�
PHWKRG
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Virtual Private Networks
� $�931�LV�D�SULYDWH�QHWZRUN�FRQVWUXFWHG�ZLWKLQ�D�

SXEOLF�QHWZRUN�LQIUDVWUXFWXUH��VXFK�DV�WKH�JOREDO�

LQWHUQHW

± (TXLSPHQW�DQG�IDFLOLWLHV�XVHG�WR�EXLOG�WKH�931�DUH�

DOVR�LQ�RWKHU¶V�XVH�!YLUWXDO

± 5RXWLQJ�DQG�DGGUHVVLQJ�LV�VHSDUDWH�IURP�DOO�RWKHU�

QHWZRUNV�DQG�GDWD�LV�VHFXUHG��!�SULYDWH

± &RQQHFW�JHRJUDSKLFDOO\�GLVSHUVHG�VLWHV��!�QHWZRUN

� 931V�UHTXLUH�WKDW��WKH�IORZ�RI�URXWLQJ�GDWD�LV�

FRQVWUDLQHG�WR�FRQVWUDLQ�WKH�IORZ�RI�XVHU�GDWD
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VPN
� 3ULYDWH�QHWZRUN�ZKHUH�SULYDF\�LV�LQWURGXFHG�
ZLWK�VRPH�PHWKRG�RI�YLUWXDOL]DWLRQ

� %HWZHHQ
± WZR�RUJDQL]DWLRQV��HQG�V\VWHPV�ZLWKLQ�VLQJOH�
RUJDQL]DWLRQ�RU�PXOWLSOH�RUJDQL]DWLRQV�RU�
DSSOLFDWLRQV

� $FURVV�WKH�JOREDO�,QWHUQHW
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VPN technologies
� &RQWUROOHG�URXWH�OHDNLQJ

± PDQXDOO\�RU�ZLWK�%*3�FRPPXQLWLHV��5)&������

� 7XQQHOLQJ

± *5(��,3LQ,3�RU�0LQ,3

± 93'1V

� 7XQQHOLQJ 333�WUDIILF ZLWK /�73 RU 3373 WKUX GLDO�XS

FRQQHFWLRQV

� /D\HU���931V�ZLWK�GHGLFDWHG�$70�RU�)5�

FRQQHFWLRQV

� 931V�ZLWK�03/6��DQG�%*3�LQ�5)&������
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Intersite connectivity types
� 5DQJLQJ�IURP

± IXOO�PHVK��Q�Q������FRQQHFWLRQV�

± WR�KXE�DQG�VSRNH�W\SH�RI�FRQQHFWLYLW\

� UHOLDELOLW\�SUREOHPV�

Hub
Spoke

Spoke
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Addressing
� 3ULYDWH�DGGUHVV�VSDFH�GHILQHG�LQ�5)&������
�%&3�

± $GGUHVVHV�PD\�EH�XVHG�IUHHO\�ZLWKLQ�HQWHUSULVH�
QHWZRUNV
� �������������������������������SUHIL[�

� ��������������������������������������SUHIL[�

� ����������������������������������������SUHIL[�

± ,63V�ZLOO�UHMHFW�SDFNHWV�ZLWK�DERYH�DGGUHVVHV
� 1HHG�IRU�1$7�RU�DSSOLFDWLRQ�OD\HU�JDWHZD\V�IRU�
,QWHUQHW�FRPPXQLFDWLRQV
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VPNs and routing
� 9LUWXDO�SULYDWH�QHWZRUNV�UHTXLUH�VSHFLDO�DFWLRQV�IURP�
VWDQGDUG�,3�URXWLQJ
± &RQWUROOHG URXWH OHDNLQJ �URXWH ILOWHULQJ�� 1$7

± PDQXDO PDQDJHPHQW� VFDODELOLW\ SUREOHPV� DGGUHVV VSDFH
PJPQW

� 931V�FDQ�DOVR�EH�FRQVWUXFWHG�RQ�OD\HU��
± UHVWULFWHG XVH RI $70 RU )5 YLUWXDO FRQQHFWLRQV

± PDQDJHPHQW SUREOHPV WUDQVIHUUHG WR OD\HU �

10.0.1.x

10.0.2.x

10.0.3.x

10.0.4.x

192.168.1.x

192.168.3.x

192.168.2.x

192.168.4.x

192.168.5.x

Route Filter to 192.168.1.x
• deny all
• permit 192.168.2/3/4/5.x
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Notes on route filtering
� 3ULYDF\�WKURXJK�REVFXULW\

± 6HFXULW\�PHDQV�,63V�PDQDJLQJ�FXVWRPHU�
HGJHV
� RU�LQVHUWLQJ�DGGUHVV�ILOWHUV

� 5HTXLUHV�FRPPRQ�URXWLQJ�FRUH

± 931�DGGUHVVHV�PD\�QRW�RYHUODS�ZLWKLQ�WKH�
URXWLQJ�FRUH

� 5RXWH�ILOWHULQJ�LV�WKH�PRVW�EDVLF�ZD\�RI�
FRQVWUXFWLQJ�931V

± QRW�UHFRPPHQGDEOH
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BGP issues
� 5)&������0XOWLSURWRFRO�H[WHQVLRQV�IRU�

%*3��

± 1HWZRUN�/D\HU�5HDFKDELOLW\�,GHQWLILHU

� 5)&������%*3�FRPPXQLWLHV�DWWULEXWH

± 0DUN�WKH�1/5,�ZLWK�D�FRPPXQLW\�DWWULEXWH

± URXWHV�ZLWKLQ�931�FDQ�EH�PDUNHG�ZLWK�D�

VLQJOH�FRPPXQLW\�LQVWHDG�RI�NHHSLQJ�XS�

ZLWK�LQGLYLGXDO�URXWHV
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Tunneling

10.0.1.x

10.0.2.x

10.0.3.x

10.0.4.x

192.168.1.x

192.168.3.x

192.168.2.x

192.168.4.x

192.168.5.x

� &RQILJXUH�WXQQHOV�DFURVV�WKH�QHWZRUN
± &XVWRPHU�HGJH�URXWHUV�ZLOO�DFW�DV�WXQQHO�H[LW�SRLQWV

± $OORZV�IRU�PXOWLSOH�XVH�RI�931�,3�DGGUHVVHV�LQ�
GLIIHUHQW�931V

� 0DQXDO�FRQILJXUDWLRQ�ZLWKRXW�XVH�RI�URXWLQJ�
SURWRFROV
± 5HTXLUHV�FRQQHFWLYLW\�WR�DOO�FXVWRPHU�SUHPLVHV��931�
PHPEHUV�
� Q�Q����� FRQQHFWLRQV �! QR PDQDJHPHQW VFDODELOLW\
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Notes on tunneling
� $OORZV�IRU�RYHUODSSLQJ�LQ�931�
DGGUHVVHV

� 0XOWLSURWRFRO�FDSDEOH

� 0DQXDO�FRQILJXUDWLRQ�RI�WXQQHOV

± /RZ�WROHUDQFH�RQ�QHWZRUN�WRSRORJ\�
FKDQJHV

� &RQFHUQV�RQ�4R6�LVVXHV

� &(�URXWHUV��WXQQHO�H[LW�SRLQWV��KDYH�WR�
PDQDJHG�E\�WKH�,63
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VPN management issues
� 0DQDJHPHQW�RI�WUDGLWLRQDO�931V�LV�

PDQXDO

± 7XQQHOV�DUH�VHWXS�PDQXDOO\

± 5RXWLQJ�LQIRUPDWLRQ�LV�PDQXDOO\�FRQILJXUHG

� &RPSOH[LW\�RI�931�PDQDJHPHQW�UHVXOWV�

IURP�WKH�LQWHJUDWLRQ�RI�,3�URXWH�ORRNXS�

DQG�IRUZDUGLQJ�GHFLVLRQV
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MPLS for VPNs with BGP
� 0HHWLQJ�WKH�REMHFWLYH�IRU�IOH[LELOLW\�LQ�QHZ�
VHUYLFH�LQWURGXFWLRQ
± 03/6�VHSDUDWHV�WKH�URXWH�ORRNXS�DQG�IRUZDUGLQJ�
VRPHZKHUH�LQ�EHWZHHQ�OD\HUV���DQG���
� 03/6 EDVLFV FRYHUHG LQ 6������� OHFWXUH RQ ��������

� 9LUWXDO�3ULYDWH�1HWZRUN
± 7XQQHO�YLD�FRUH�QHWZRUN�YLUWXDO�EDFNERQHV

± 6HSDUDWH�931�DGGUHVV�VSDFHV

± $GYHUWLVLQJ�RI�931�QHWZRUNV�HLWKHU�E\�D�URXWLQJ�
SURWRFRO��5)&������%*3�03/6�931V��
RU�ODEHO�GLVWULEXWLRQ�SURWRFRO
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Requirements for MPLS/VPNs
� 8VH�RI�931�,3�DGGUHVVHV

� &RQVWUDLQHG�GLVWULEXWLRQ�RI�URXWLQJ�LQIRUPDWLRQ

± %*3��/'3

� 0XOWLSOH�IRUZDUGLQJ�WDEOHV

± 1DWXUDOO\�IRU�WUDIILF�LQVLGH�WKH�931

� RXWVLGH WKH 931

± $W�,63�HGJH�931�DGGUHVVHV�PD\�FRQIOLFW

� IRU WUDIILF EHWZHHQ 931V

± 7KLV�LV�ZKHUH�03/6�NLFNV�LQ�
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Note on BGP mechanisms
� *OREDOO\�QRQ�XQLTXH�DGGUHVVHV

± GHDOW�ZLWK�931�,3�DGGUHVVHV�DQG�5RXWH�

'LVWLQJXLVKHU

± QR�FRQVWUDLQW�RQ�FRQQHFWLYLW\

� &RQVWUDLQ�WKH�GLVWULEXWLRQ�RI�URXWLQJ�LQIR

± GHDOW�ZLWK�%*3��H[WHQGHG��FRPPXQLW\��

ILHOG
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�� 5RXWLQJ LQIR IURP FXVWRPHU VLWH �&(� WR SURYLGHU HGJH �263)�

�� ([SRUW URXWLQJ LQIR WR SURYLGHU %*3 �&(�!3(�

� $WWDFK %*3 �H[WHQGHG� FRPPXQLW\ DWWULEXWH ± FRQVWUDLQHG

GLVWULEXWLRQ RI %*3 LQIR

�� 'LVWULEXWH ZLWK RWKHU 931�3(V XVLQJ %*3

�� ([WUDFW URXWLQJ LQIR RQ RWKHU 3(V �RSSRVLWH WR ���

� 5RXWH ILOWHULQJ EDVHG RQ %*3 FRPPXQLW\ DWWULEXWH

�� 5RXWLQJ LQIR IURP 3( WR &( �263)�

C1E1

C2E1

C2E2

C1E2

C2E3

C1E3

C2E4

PE2PE1

P

P
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Constrained distribution of routing information -
notes

� 'LVWULEXWLRQ�RI�%*3�LQIR�LV�KDQGOHG�E\�WKH�,63

± QR�LQYROYHPHQW�IURP�WKH�FXVWRPHU

� &(�PDLQWDLQV�URXWLQJ�SHHULQJ�ZLWK�RQO\�WKH�

QHDUHVW�3(

� 7R�DGG�D�QHZ�VLWH�WR�DQ�H[LVWLQJ�931�RQO\�WKH�

FRQQHFWLQJ�3(�QHHGV�WR�EH�FRQILJXUHG

� 3(�RQO\�PDLQWDLQV�URXWHV�IRU�WKH�GLUHFWO\�

FRQQHFWHG�931V
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Multiple Forwarding Tables

� 7R�DOORZ�SHU�931�VHJUHJDWLRQ
± RWKHUZLVH SDFNHWV FRXOG EH WUDYHOLQJ IURP RQH 931 WR

DQRWKHU 25 DOWHUQDWLYHO\ FDUHIXO PDQDJHPHQW RI DGGUHVV

ZRXOG EH QHHGHG

C1E1

C2E1

C2E2

C1E2

C2E3

C1E3

C2E4

PE2PE1 P

P

VPN C1 FT
-forwarding table

VPN C2 FT
-another forwarding
table
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VPN-IP addresses

� %*3�DVVXPHV�WKDW�,3�DGGUHVVHV�DUH�XQLTXH
± QRW�YDOLG�ZKHQ�XVLQJ�SULYDWH�DGGUHVV�VSDFH��5)&�
�����

� ,3�DGGUHVV���5RXWH�'LVWLQJXLVKHU
± 5' 7\SH�$6�QXPEHU�$VVLJQHG�QXPEHU

� $6 QXPEHU  ,63 $6 QXPEHU

� $VVLJQHG QXPEHU  931 LGHQWLILHU JLYHQ E\ ,63

� 931�,3�DGGUHVVHV�DUH�XQLTXH

� 8VH�RI�931�,3�DGGUHVVHV�LV�GRQH�RQO\�LQ�,63�
QHWZRUN
± QR�FXVWRPHU�LQYROYHPHQW��FRQYHUVLRQ�GRQH�DW�3(

� 931�,3�DGGUHVVHV�DUH�FDUULHG�RQO\�LQ�URXWLQJ�
SURWRFRO�PHVVDJHV��QRW�LQ�,3�KHDGHUV
± QRW�XVHG�IRU�SDFNHW�IRUZDUGLQJ
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MPLS as a forwarding mechanism
� %LQG�03/6�ODEHOV�WR�931�,3�DGGUHVVHV�DW�3(

± ,63 ZLWK ��� URXWHUV �3( DQG 3� ZLWK ����� 931V ZLWK ���

URXWHV SHU 931  �����
��� URXWHV LQ HDFK 3 URXWHU

� 8VH�WZR�OHYHOV�RI�ODEHOV��ODEHO�VWDFNV�

± �VW OHYHO ODEHO LV IURP 3( WR 3( �ODEHOV GLVWULEXWHG ZLWK /'3

HWF��

± �QG OHYHO ODEHO LV IURP HJUHVV 3( IRUZDUG �GLVWULEXWHG ZLWK

%*3�931�,3 URXWHV�

� ,63 3�URXWHUV PDLQWDLQ RQO\ ��� URXWHV

C1E1

C2E1

C2E2

C1E2

C2E3

C1E3

C2E4

PE2PE1

P

P
MPLS cloud

IGP label to PE2VPN label X

HELSINKI UNIVERSITY OF TECHNOLOGY Mika Ilvesmäki, M.Sc. (Tech.)IPsec, IP Security Architecture

� ,(7)�,3�6HFXULW\�:RUNLQJ�*URXS

� 6HYHUDO�FRPPHUFLDO�LPSOHPHQWDWLRQV

± $XWKHQWLFDWLRQ�KHDGHU �$+�

� SURYLGHV�IRU�DFFHVV�FRQWURO��PHVVDJH�LQWHJULW\��

DXWKHQWLFDWLRQ�DQG�DQWL�UHSOD\

± (QFDSVXODWHG�6HFXULW\�3D\ORDG��(63�

� SURYLGHV�IRU�$+�VHUYLFHV���FRQILGHQWLDOLW\

± .H\�([FKDQJH�3URWRFRO

� ,6$.03���2DNOH\�6.(0(



13

HELSINKI UNIVERSITY OF TECHNOLOGY Mika Ilvesmäki, M.Sc. (Tech.)

� (QFU\SWLQJ RI�WKH�,3�'DWDJUDP��,3LQ,3��

� (QFU\SWLRQ�RI�WUDQVSRUW�OD\HU�GDWD

IPSEC tunneling methods

•preventing traffic analysis

•securing the contents of a connection

Original, but encrypted TCP/IPESPIP gateway address

Original, but encrypted TCPESPOriginal IP address AH
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QoS in VPNs
� 0DQXDO�OLQN�SURYLVLRQLQJ

± GHGLFDWHG�FRQQHFWLRQ�RULHQWHG�OD\HU���OLQNV�
JXDUDQWHH�SHUIRUPDQFH

± ,QWHUQHW�LV�QRW�FRQQHFWLRQ�RULHQWHG�OD\HU��

� &(�RU�3(�URXWHUV�VHW�WKH�'6&3�E\WH
± WUDIILF�FODVVLILFDWLRQ"

� $OWHUQDWLYH�URXWHV

� 4XDOLW\�RI�6HUYLFH�LQ�WKH�,QWHUQHW�GHDOW�LQ�6�
�������OHFWXUH�RQ����������
± $QG�LQ�WKH�XSFRPLQJ�FRXUVH�RQ�,QWHUQHW�4R6�6�
�������OHFWXUHG�LQ�)DOO������IRU�WKH�ILUVW�WLPH
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VPNs with or without ISPs
� 931V�UHDOL]HG�ZLWK�,63

± 6WUDWHJLF�SDUWQHUVKLS�ZLWK�,63
� ,63�PD\�PDQDJH�WKH�&(�GHYLFHV

± &HQWUDOL]HG�PDQDJHPHQW��RXWVRXUFHG�931�
PJPQW

� 931V�UHDOL]HG�RQ�\RXU�RZQ

± 5HVWULFWHG�NQRZOHGJH�RQ�QHWZRUN�RXWVLGH�
WKH�FRPSDQ\

± 1HHG�IRU�931�VSHFLDOLVWV

± )OH[LELOLW\
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Final words
� 931V�DUH�DQ�H[LVWLQJ�VROXWLRQ

± GXH�WR�WKH�QHHG�RI�,QWUDQHWV

� 931V�PD\�FRQQHFW�DQ\WKLQJ�IURP�WZR�
HQG�GHYLFHV�WR�WZR�QHWZRUNV

± ZLWK�WXQQHOV��URXWLQJ��03/6
� DQG�QDWXUDOO\�ZLWK�OHDVHG�OLQHV

� 8VH�RI�931V�DGGV�QHWZRUN�
PDQDJHPHQW�ORDG

± HLWKHU�LQ�WKH�FRPSDQ\�RU�ZLWKLQ�WKH�,63


