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Mobility in IP networks
Mobile IP
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Network scalability
� 6FDODELOLW\�LQ�QHWZRUNV

± ,I�WKH�QXPEHU�RI�LQIRUPDWLRQ�HOHPHQWV�

JURZV�IDVWHU�RU�DW�HTXDO�VSHHG�LQ�WKH�FRUH�

RI�WKH�QHWZRUN�WKH�VROXWLRQ�GRHV�QRW�VFDOH��

� 1R�VHQVH�LQ�GLVWULEXWLQJ�LQIRUPDWLRQ�RQ�D�VLQJOH�

XVHU�WR�DOO�QRGHV�LQ�WKH�QHWZRUN

� $OO�WHFKQLFDO�VROXWLRQV�LQ�WKH�,QWHUQHW�

VKRXOG�EH�VFDODEOH�
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What is mobility?
� $�QRGH�PRYLQJ�IURP�D�ORFDWLRQ�WR�DQRWKHU�

ORFDWLRQ�ZKLOH�SUHVHUYLQJ�LWV�RULJLQDO�,3�

DGGUHVV

± 3RVVLEO\�DOVR�FKDQJLQJ�WKH�OD\HU���HQYLURQPHQW

± 'LIIHUHQW�OD\HU���QHWZRUNV�DUH��XVXDOO\��VHSDUDWHG�

E\�URXWHUV��RU�JDWHZD\V�

� 2Q�WKH�ERUGHU�RI�GLIIHUHQW�OD\HU���QHWZRUNV�

WKH�FKDQJH�RI�,3�DGGUHVV�KDV�WR�EH�QRWLILHG

± )RU�LQVWDQFH�ZKHQ�PRYLQJ�IURP�:/$1 WR *356

± 7KLV�ZRXOG�EH�<$3��<HW�$QRWKHU�3URWRFRO��/

HELSINKI UNIVERSITY OF TECHNOLOGY Mika Ilvesmäki, M.Sc. (Tech.)

Different users – different mobility
� 6HUYLFH�PRELOLW\

± 8VHU�PRYHV�DQG�FRQQHFWV�WR�KLV�KRPH�
QHWZRUN�ZLWK�DUELWUDU\�GHYLFHV
� 931V��VHFXUH�FRQQHFWLRQV��:::�PDLO�
VHUYLFHV

� 8VHU�PRELOLW\

± 8VHU�DQG�WKH�GHYLFH�PRYHV�DQG�FRQQHFWV�
WR�KLV� KRPH�QHWZRUN
� 8VH�RI�DOO�KRPH�QHWZRUN�VHUYLFHV

� $SSHDULQJ�WR�EH�LQ�WKH�KRPH�QHWZRUN
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Host routes – the easy solution?!
� :K\�QRW�VSUHDG�NQRZOHGJH�RQ�WKH�

PRYHPHQWV�WR�DOO�,QWHUQHW�URXWHUV"

± 6ROXWLRQ�GRHV�QRW�VFDOH��RYHUORDG�RI�

QHWZRUNV�ZLWK�ORFDOLW\�LQIRUPDWLRQ

� :H�QHHG�WR�UHVWULFW�WKH�FLUFXODWLRQ�RI�

ORFDWLRQ�DQG�,3�DGGUHVV�LQIRUPDWLRQ�WR�D�

PLQLPXP
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Mobile IP design objectives
� /LPLW�WKH�VL]H�DQG�IUHTXHQF\�RI�URXWH�

XSGDWHV

� 6LPSOH�LPSOHPHQWDWLRQ

� 6LPSOH�DQG�VWUDLJKWIRUZDUG�XVH�RI�

DGGUHVV�VSDFH�ZLWKRXW�UHVRUWLQJ�WR�

DVVXPSWLRQV�RQ�DGGUHVV�DYDLODELOLW\
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Mobile IP standards
� 0RELOH�,3�LV�DQ�,(7)�ZRUNLQJ�JURXS

� 0RELOH�,3�LV�GHILQHG�LQ�,(7)�VWDQGDUGV

± 5)&�����������������������

± 6HH�DOVR��5)&�������*5(��DQG�5)&������

� 6WDQGDUGV�GHILQH

± $JHQW�GLVFRYHU\

± 5HJLVWUDWLRQ�SURFHGXUH

± 7XQQHOLQJ
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Mobile IP basic features
� :LWK�WXQQHOLQJ�RQH�LV�DEOH

± WR�IRUZDUG�SDFNHWV�IURP�+$�WR�01

� $QG EDFN� LI QHFHVVDU\

± WR�DSSHDU�WR�EH�LQ�RQH¶V�KRPH�QHWZRUN

� 2QO\�WKH�+RPH�$JHQW�NQRZV�ZKHUH�\RX�DUH

± 7KLV�VROXWLRQ�VFDOHV�EHWWHU

� 6HFXULW\�LV�UHTXLUHG�EXW�QRW�UHVWULFWHG

± 7KH�IRXU�EXLOGLQJ�EORFNV

� &RQILGHQWLDOLW\� $XWKHQWLFDWLRQ� ,QWHJULW\� 1RQ�UHSXGLDWLRQ
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Mobile IP components
� 0RELOH�DQG�FRUUHVSRQGHQW�QRGHV

� )RUHLJQ�$JHQWV��,3Y��RQO\�

� +RPH�$JHQWV

� 7XQQHOV

� &DUH�RI� DGGUHVVHV

Foreign Agent

Home Agent

Tunnel

Mobile Node
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Home agent
� 0RELOLW\�VHUYLFH�SURYLGLQJ�DJHQW

± DFFHVV�WR�WKH�KRPH�DGGUHVV�RI�WKH�PRELOH�

QRGH�ZLWKRXW�PRELOH�QRGH¶V�SUHVHQFH�

� $GYHUWLVH�URXWLQJ�LQIR�RQ�GHPDQG

± WR�KRPH�QHWZRUN��RU�WR�RWKHU�QRGHV

� 7XQQHOV�SDFNHWV�WRZDUGV�PRELOH�QRGH
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Foreign agent
� 0RELOLW\�VHUYLFH�SURYLGHU�LQ�WKH�IRUHLJQ�

QHWZRUN

± ,QIRUP�WKH�KRPH�DJHQW�RQ�)$�FDUH�RI�

DGGUHVV

± 3URYLGH�&R$�DQG�GHWXQQHOLQJ�IRU�WKH�01

� $FW�DV�WKH�GHIDXOW�URXWHU�IRU�WKH�PRELOH�

QRGH�LQ�WKH�IRUHLJQ�QHWZRUN

HELSINKI UNIVERSITY OF TECHNOLOGY Mika Ilvesmäki, M.Sc. (Tech.)

Tunneling
� 7XQQHO�LV�D�SDWK�IROORZHG�E\�SDFNHW�WKDW�LV�
HQFDSVXODWHG�ZLWKLQ�DQ�DQRWKHU�SDFNHW�¶V�
SD\ORDG�
± 3XW��,3��SDFNHWV�LQVLGH�,3�SDFNHWV

� DYRLG VWDQGDUG XQLFDVW URXWLQJ

� XVH RWKHU SURWRFROV LQ WKH ,QWHUQHW

± 7XQQHOV�DUH�GHILQHG�PDQXDOO\

± 7XQQHOV�UHGXFH�WKH�078

± 7XQQHO�IDXOWV�DUH�KDUG�WR�GHWHFW

� 7XQQHOLQJ�WHFKQLTXHV�DUH�VHYHUDO
± ,3LQ,3��0LQ,3��*5(�HWF�
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Care of address
� )RUHLJQ�$JHQW�&R$

� &R�ORFDWHG�&R$

� &R$�LV�WKH�PRELOH�QRGHV�SRLQW�RI�DWWDFKPHQW
± FKDQJHV�ZKHQ�WKH�QHWZRUN�FKDQJHV

± VWRUHG�WRJHWKHU�ZLWK�WKH�SHUPDQHQW��KRPH��,3�
DGGUHVV

± QRW�XVHG�DV�WKH�WKH�,3�VRXUFH�RU�GHVWLQDWLRQ�E\�WKH�
RWKHU�QRGHV��XVH�WKH�KRPH�,3�DGGUHVV�

� &R$�LV�WKH�H[LW�SRLQW�IURP�WKH�WXQQHO
± HLWKHU�WKH�)RUHLJQ�$JHQW��)$�&R$��RU

± PRELOH�QRGH��FR�ORFDWHG�&R$�
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Movement detection
� 01�GHWHFWV�+RPH�)RUHLJQ�$JHQW�
DGYHUWLVHPHQWV
± RU�VROLFLWV�IRU�D�+�)$�SUHVHQFH

� +�)$ DGYHUWLVHPHQW  H[WHQGHG ,&03

� 6HTXHQFH QXPEHUV XVHG WR GHWHFW QHHG IRU UH�
UHJLVWUDWLRQ

� ,I�QR�DGYHUWLVHPHQWV�VROLFLWDWLRQV�DQVZHUHG
± VHQG�,&03�WR�KRPH�URXWHU��FKHFN�77/��

± DVVXPH�IRUHLJQ�QHWZRUN�DQG�WU\�WR�REWDLQ�DQ�
DGGUHVV�XVLQJ�'+&3�RU�FRQILJXUH�,3�DGGUHVV�
PDQXDOO\

± WKHQ�UHJLVWHU�ZLWK�+RPH�$JHQW
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Registration
� 5HTXHVW�KHOS�LQ�URXWLQJ�IURP�WKH�)$

� ,QIRUP�+$�FXUUHQW�ORFDWLRQ�RI�01

� 5H�UHJLVWUDWH�

� 1RWLI\�+$�ZKHQ�UHWXUQHG�WR�KRPH�

QHWZRUN

� 5HJLVWUDWLRQ�GRQH�RYHU�8'3

± 5HJLVWUDWLRQ�UHTXHVW

± 5HJLVWUDWLRQ�UHSO\
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Traffic forwarding – Internet

� +RPH�$JHQW�LQWHUFHSWV�SDFNHWV�VHQW�WR�

WKH�0RELOH�1RGH�DQG�VHQGV�WKH�SDFNHWV�

WXQQHOHG�WR�WKH�01

� $53�UHTXHVWV�RXWVLGH�RI�WKH�KRPH�

QHWZRUN�DUH�DQVZHUHG�ZLWK�+$�/��

DGGUHVV

± SUR[\$53
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Traffic forwarding – home network
� +RPH�$JHQW�LQWHUFHSWV�SDFNHWV�VHQW�WR�

WKH�0RELOH�1RGH�DQG�VHQGV�WKH�SDFNHWV�

WXQQHOHG�WR�WKH�01

� +RZ�DERXW�KRPH�QHWZRUN�$53�

UHTXHVWV"

± :KDW�DERXW�FDFKHG�$53�UHSOLHV"
ARP table

MN/IP MN/L2

MN/IP HA/L2 Sent to all local nodes 
via gratuitous ARP

Registration request & reply
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Triangle routing and reverse tunneling

Foreign Agent

Home Agent

Tunnel

Mobile Node

Correspondent Node

� &1�VHQGV�WR�01
± 7UDIILF�IORZV�YLD�+$

� 01�WR�&1
± WUDIILF�PD\�WDNH�WKH�VKRUWHVW�SDWK

± ,I�LQJUHVV�ILOWHULQJ�LV�
LQ�HIIHFW�WKH�WUDIILF�PD\�
EH�GURSSHG
� 6ROXWLRQ�
5HYHUVH WXQQHOLQJ
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± +RPH�DJHQW�NQRZV�WKH�WUXH�ORFDWLRQ�RI�WKH�

01

� 6HQG�UHGLUHFWV�WR�FRUUHVSRQGHQW�QRGHV��DYRLG�

WULDQJOH�URXWHV�

� 6HQG�QHZ)$

LQIR�WR�ROG)$

Old Foreign Agent

Home Agent

Tunnel

Mobile Node

Correspondent Node

New Foreign Agent

Redirect from HA
- send packets 
straight to MN/FA

Route bind
- for all MN packets 
send them to newFA

HELSINKI UNIVERSITY OF TECHNOLOGY Mika Ilvesmäki, M.Sc. (Tech.)

Receiving home network 
broadcast in foreign network

� &R�ORFDWHG�DGGUHVV

± %URDGFDVW�SDFNHWV�HQFDSVXODWHG�DQG�

WXQQHOHG�WR�WKH�0RELOH�1RGH��WXQQHO�H[LW�

SRLQW�

� )RUHLJQ�$JHQW�DGGUHVV

± 7XQQHOHG�WR�WKH�)$��WXQQHO�H[LW�SRLQW�
� ,I OLQN OHYHO EURDGFDVW WKHQ SDFNHWV KDYH WR EH UHFXUVLYHO\

HQFDSVXODWHG RWKHUZLVH EURDGFDVWHG LQ WKH IRUHLJQ

QHWZRUN �!5HTXLUHV �GH�WXQQHOLQJ FDSDELOLW\ IURP WKH 01Original broadcast packet

HA to MN (unicast)

HA to MN (unicast)

Original broadcast packet

HA to FA (unicast)

Stripped away by the FA Stripped away by the MN

Stripped away by the MN
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Sending broadcasts
� 'LUHFWHG�EURDGFDVWV�VHQW�DV�VXFK

± ,I�DOORZHG�E\�WKH�+RPH�$JHQW

� /LQN�OD\HU�EURDGFDVWV�WXQQHOHG�WR�WKH�

+$

MN to HA (unicast) Original broadcast packet
Stripped away by the HA

HELSINKI UNIVERSITY OF TECHNOLOGY Mika Ilvesmäki, M.Sc. (Tech.)Multicast

� 0XOWLFDVWV�DUH�VHQW WR�WKH

± 0XOWLFDVW�URXWHU
� 1R�HQFDSVXODWLRQ�WXQQHOLQJ�QHHGHG

± +$�WKDW�VKRXOG�KDYH�WKH�PXOWLFDVW�URXWLQJ�
FDSDELOLW\
� HQFDSVXODWHG�DQG�WXQQHOHG�WR�WKH�+$

± 0XOWLFDVW�LV�UHFHLYHG
� QRUPDOO\�DV�D�JURXS�PHPEHU��FR�ORFDWHG�
DGGUHVV�

� YLD�+$�DV�HQFDSVXODWHG�WXQQHOHG�SDFNHWV
± PD\ UHTXLUH UHFXUVLYH HQFDSVXODWLRQ

MN to HA (unicast) Original multicast packet
Stripped away by the HA/MC router
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Home agent at home network edge

� &OLHQW�EDVHG�931V

� 'LUHFW�FRQQHFWLRQ�WR�KRPH�

�RUJDQL]DWLRQ��QHWZRUN

� 5HTXLUHV�+RPH�$JHQW�PDQDJHPHQW�

UHVRXUFHV�IURP�WKH�RUJDQL]DWLRQ

± )OH[LEOH�VHFXULW\�VROXWLRQV

Foreign Agent

Home Agent

Tunnel

Mobile Node

HELSINKI UNIVERSITY OF TECHNOLOGY Mika Ilvesmäki, M.Sc. (Tech.)

� ,63�EDVHG�931V

� 5HTXLUHV�IXUWKHU�DFWLRQ�WR�FRQQHFW�WR�WKH�
RUJDQL]DWLRQ�QHWZRUN

± SRVVLEO\�GRXEOLQJ�WKH�UHJLVWUDWLRQ�
SURFHGXUHV

� 2XWVRXUFHV�WKH�+$�PDQDJHPHQW

± 'HSHQGHQFH�RQ�,63�FKRLFHV�RQ�
VHFXULW\�HWF�

± 7UDIILF�PD\�EH�XQVHFXUH�
ZLWKLQ�WKH�,63�QHWZRUN

Foreign Agent

ISP/Home Agent

Tunnel

Mobile Node

Edge router

Home agent at ISP network edge
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IPv6 fundamentals� 1HZ KHDGHU

� $GGUHVVLQJ VSDFH LQFUHDVHG IURP �� ELWV WR ��� ELWV

± E\ VRPH HVWLPDWHV ,3Y� DGGUHVVHV DUH GHSOHWHG E\ �����
����

± ,3Y� DGGUHVVHV UHDOLVWLFDOO\ DSSOLHG FDQ FRYHU DW OHDVW ����
DGGUHVVHV�P� �RFHDQV LQFOXGHG�� RSWLPLVWLF FDOFXODWLRQV JLYH
XS WR ������������������� DGGUHVVHV�P�

Version
(4 bits)

Priority
(4 bits) Flow Label (24 bits)

Payload Length (16 bits) Next Header (8 bits) Hop Limit (8 bits)

Source Address (128 bits)

Destination Address (128 bits)
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IPv6 – new features
� 1HZ�DQ\FDVW�±VHQGLQJ�PRGH�DGGHG�WR�
EURDGFDVW��PXOWLFDVW�DQG�XQLFDVW

± VDPH�DGGUHVV�IRU�VHYHUDO�QRGHV

± SDFNHW�LV�VHQW�WR�QHDUHVW�QRGH�KDYLQJ�WKH�
DQ\FDVW�DGGUHVV

� 0XOWLFDVW�VHQGLQJV�FRQWUROOHG�ZLWK�VFRSH�±
ILHOG

� )ORZ�ODEHOV�WR�FDFKH�IRUZDUGLQJ�LQIRUPDWLRQ

� 3ULRULW\�ILHOG�WR�VXSSRUW�4R6

� 6WDWHOHVV�DXWRFRQILJXUDWLRQ

± QR�PRUH�'+&3�RU�%2273
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IPv6 - reprecussions
� 6LPSOHU��WKRXJK�ORQJHU�KHDGHU

± $UELWUDU\�DPRXQW�RI�RSWLRQ�KHDGHUV�WKDW�DUH�QRW�
H[DPLQHG�LQ�DOO�URXWHUV
� URXWLQJ

� IUDJPHQWDWLRQ �RQO\ DW WKH VRXUFH�

� DXWKHQWLFDWLRQ �IRU GDWD LQWHJULW\�

� VHFXULW\ �IRU GDWD FRQILGHQWLDOLW\�

� KRS�E\�KRS �WR EH H[DPLQHG DW HYHU\ KRS�

� GHVWLQDWLRQ �WR EH H[DPLQHG E\ WKH GHVWLQDWLRQ URXWHU�

± WKHUH ZLOO EH GLIILFXOWLHV RI NHHSLQJ XS ZLWK QHZ KHDGHUV

± *2/'(1 58/( IRU /$5*( 6&$/( 1(7:25.6�
([WHQGHG ZRXOG EH EHWWHU WKDQ H[WHQVLEOH

� 7&3�KDV�WR�EH�XSGDWHG

± FKHFNVXP�FRXQWHG�ZLWK�,3�DGGUHVV�ILHOGV
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IPv6 vs. IPv4 and mobility
�� 01� +$

�� 01 KRPH DGGUHVV

�� )RUHLJQ $JHQW

�� )$ &R$�&R&R$

�� $GGUHVV IURP

�� $JHQW GLVFRYHU\

�� '+&3

�� 0DQXDOO\

�� $JHQW GLVFRYHU\

�� 7XQQHOLQJ

�� 5RXWHV RSWLPL]HG E\ D

VHSDUDWH SURWRFRO

�� 01� +$

�� *OREDO KRPH DGGUHVV DQG OLQN�
ORFDO DGGUHVV

�� 3ODLQ ,3Y� URXWHU

�� $OO FRORFDWHG &R$V

�� $GGUHVV IURP

�� $XWR�FRQILJXUDWLRQ

�� '+&3Y�

�� 0DQXDOO\

�� 5RXWHU GLVFRYHU\ �,&03Y��

�� 6RXUFH URXWLQJ �RSWLRQ� RU
WXQQHOLQJ

�� ,QWHJUDWHG URXWH RSWLPL]DWLRQ

IPv4 IPv6
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Mobile IP summary
� 0HWKRG�WR�HQVXUH�SDFNHW�IRUZDUGLQJ�WR�

WKH�PRELOH�QRGH

± +RPH�$JHQW��0RELOH�QRGH��HQFDSVXODWLRQ�

DQG�WXQQHOLQJ

� SRVVLEO\�DOVR�)RUHLJQ�$JHQW

� 5HTXLUHV�UHJLVWUDWLRQ��DOWKRXJK�QRW�

FRYHUHG�LQ�WKHVH�VOLGHV�

� 8VHIXO�DOVR�LQ�,3Y�


