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Lecture Topics

e Whatnetwork requirements
e Requirementdy application

e Requirementsor elasticflows (or look-alike)

Definition of properties

Throughput I is the numberof binary digits that a systemacceptsand deliversper unit of time. Tra-
ditionally throughputat network level is expressedsbits per secondand’kilo” equalsl,000. At
applicationlevel alsobytesor octetsper seconds usedand’kilo” equalsusually 1024. To avoid
vaguenesspneshouldusenew Sl prefixesof kibi, mebiandgibi whenmultiplicative prefixes of
210+3" greused.

Delay [ 3 (transit-)is thetime elapsingbetweerthe emissionof thefirst bit of datablock by transmitting
systemandits receptionby thereceving system.Otherdelaysinclude:
accesglelay is time to wait whendatais readybeforetransmissiommay start
transmissiondelay or serialisation delayis time neededo transmitall of the datablock

Delay variation rIexpresse#noN much delay of successie dataunits vary. Shorttimescalevariationis
calledjitte.

Error rate is countof errorsper transmitteddataor pertime unit. (PER: paclet error rate) Possible
errorsare:

data alteration usuallyreferredasbit errors. Rarein optical networks but may take placeinside
networking equipmentbecauseof faulty hardware or software. More frequentin wireless
networks. (BER: bit errorrate)

data loss is the mostcommonerror in paclet networks when a paclet is discardedbecauseof
congestionlt is possibleghatintermediatesystendiscardslataunit becausef dataalteration.
(PLR: pacletlossrate)

data duplication occursmostly becausef transitorymalfunctionof network equipment

Network building blocks

e Endsystemghosts)

— seners
— PCs,workstations
— mobiledevices

e Routers
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— accessouters:alargenumberof slon-speednterfacesandfew high-speednterfaces.Exten-
sive authenticationaccountingandfiltering facilities.

— corerouters: possiblya large numberof high-speednterfaces. Optimisedfor high-speed
routingwith largeroutingtables.

— applicationgatevays/ NAT-boxes basically divide network into two differentdomainsby
limiting network visibility endto end.

e Links interconnectingoutersandendsystems

— point-to-point:dedicatecdtonnectionseriallines,PCM/SDHpipes
— sharedmedia:fixedtotal capacityfor all systems;old” EthernetandwirelessLANs
— overlaynetwork: virtual network hiding physicaltopology;ATM, MPLS

End systemproperties

Throughput is determinedy speedf

e CPU
e internalbussesperipherabusseqPClin PCs)andmemorybus

storagedevices
e network interface

Delay samefactorsasfor throughputdataprocessing For example,mary audiocompressiommethods
needsomelengthof audiodatabeforethey cancompress.

Delay variation increasedy systemload

e interruptlateng
e processosharing(scheduling)

Error rate is usuallysmall

data alteration memoryor DMA (Direct MemoryAccess)errors
data loss lack of buffer spaceor too slow processingf data

Router properties

Throughput Modernrouterscandeliver dataat full line speed.Using someadwancedfeaturessuchas
constrainbasedoutingor accountingnay drop performancey afactor

Delay is dependenontraffic loadandavailablebuffer space Smallbuffersresultin smalldelaybut high
datalossrate.

Delay variation is causedy queudengthvariations.
Error rate is usuallysmall

data alteration mayhappenf thereis hardwareerror
data loss is themostcommonerrorasqueuegyrow full

data duplication happensn routersbecausef transitorystatein packet forwarding.For example
aroutingtablemaychanggustwhenapacletis beingforwardedandthe pacletis transmitted
to bothold andnew route.



Link properties
Throughput is setby selectedechnologyanddepend®n

o distancespeciallyin wirelessnetworks
o numberof hosts,if mediais multi-access

Delay

transit delay is setby distanceandsignalpropagatiorspeedFor opticalcablesonecanusespeed
of 200,00km/s (5ms/100&m).

transmissiondelay depend®nlink speed

Delay variation is causedby variationin accessdelay In Ethernet-stylenetworks thereis no upper
bound;in tokenpassingnetworksupperboundmaybeset.

Circuit-basecdhetworksdo not have muchof jitter (typically few nanosecondsr microseconds).

If link is overlaynetwork, the delayvariationmaybe muchlargerbecausef buffering in interme-
diatenodeg(asin routers).

Error rate onlinks is causedy bit errors

optical fibres 107°-10~12
satellite links 106-10-8

Overlaynetworksmay alsolossdataif network nodesgetscongested.

Other network components

e Store-and-fonardapplicationrelay
— emailseners:Message/mairansferagents

Store-and-fonardapplicationrelay differsfrom a routerin sensehat s-a-ftakesresponsibilityto
storethe messageintil it is deliveredto next s-a-for recipient.

Multicastingcomponent

— multicastrouter
— documenteplicator
— mail distributor: for examplemailing list software

Applicationtranslator

— protocoltranslatorsemail, wap gatevays
— mediatranscoders

Mirror andcache

— senerreplicators

* loose:Usenenens

x tight:  sener mirrors (for geographical distribution) For example Akamai
provides serviceto replicatemediacontent(pictures,
video,audio)to multiple seners. Theuseris directedto closestsener (think to be).

— documenbr mediacachesfor examplewebcache

The differencebetweemmirror and cacheis that mirror is replicatedat time intervals (daily or so)
while documenits storedinfo cachewhenit is requested.

o Network services

— nameservice:DNSin Internet
— directoryservicesuchasLDAP


http://www.akamai.com/

Application traffic characteristics

Peakrate is highestratesourcewill transmitdata
Burst size is maximumamountof datasourcetransmitsat peakrate

Averagerate calculatedbvertimeinterval. Time interval maybe orderof few second®r wholelifetime
of connection

Connectionhold time is time applicationis active

Application traffic requirements

Minimum bandwidth neededo maintainapplicationfidelity

Delay applicationmaytolerate. Transmissiordelayand queueingdelayare part of bandwidthrequire-
ment.

Delay variation is differencebetweemrmaximumandminimumdelay

Lossrate allowedwithoutfidelity degradation

Delay distrib ution

e Pacletsthatarrive beforeplayoutdelayar ok

e Latepacletsare“lost”

A
average delay
| -
minimum playout jitter
delay delay

Differ ent sourcesand recevers

e Source
interacting: maximumdelay may not exceedone second preferableround-trip delay lessthan
0.5s
live: greaterdelayallowedbut delayvariationshouldnot exceedplayoutbuffer

stored: availablebandwidthanddelay may vary muchbecausealatacanbe sentwell in advance.
Onemusttake accountpossiblecontrolsandhandlethoselocally.

e Recever

human: sensitve for delay not muchsensitve for transitoryerrors

— eyeintegratesnformation
— lesstolerancefor audioerrors

recorder: notsensitve for delay but preferserrorfreetransmission



Audio streams

Telephonequality 300-340Hz

e uncompressef@i4kbit/s (BER < 10~2)
e compressed—16kbit/s

CD quality 0—20kHz

e uncompresseil.4Mbit/s
e compressed28-384bit/s (BER < 10~%)

e Echocancellingneededf one-way delayover24ms

Delayfor interactive shouldbelessthan100msto provide delayoffsetof 500ms

Higherrequirementgor virtual reality

Intermediasynchronisatiometterthan100ms

Video streams

HDTV (1920x1080x6)

e uncompressed Gbit/s
e compresse@0—-34Mbit/s

Studio/Broadcast (625x864x25)

e uncompressefl66Mbit/s
e compresse@—6Mbit/s

VCR (625x864x25)
e compressed,2Mbit/s
Video conference (352x288x5)

e compressed12kbit/s

Delayrequirementsetby audio

BER10*-10—*

e Hierarchicalcodingfor multicastdelivery

Compressiommddsburstinessupto ratio 10:41

Other application

e "Non-real-time”do have requirements

e Web surfing: a pageshouldloadin lessthan1 secondandit mustnot take morethan10 seconds,
otherwiseusermay getimpatientandabortstransfer [, p. 135]

e Datatransferapplicationgequireminimumbandwidth

4This dependsn MPEG codinghow groupof pictures(GOP)definedi.e. how mary P andB framestherearefor al frame.



TCP

e Dominantnetwork transporiprotocol
e Hastwo ratelimiting mechanisms

— flow control: notoverrunrecever
— congestiorcontrol: not overloadnetwork

e TCPcongestiorcontrolreactson pacletlosses
= network mustsignalcomingcongestiorby droppingpacket
= delayof RTT (roundtrip time)in feedback

e Round-triptime estimationessential

Estimating round trip delay

e Too short resultssuperfluougetransmissions
e Too long reducesetwork utilisationandthroughput

e Jacobson/Karelf]
D'Lﬁ = RTTSample - RTTEst
RTT ot RTT st + 6 Diff

Dev = Dev + 6(Diff — Dev)
RTO = RTTgs + ¢pDev
0<d<1
b—4

e Many “better” estimatorgroposed

Estimating network capacity

e [nitially noknowledgeof network status
= cwnd < min{2SMSS, 2segment}

e Try to useasmuchnetwork aspossible
= cwnd = cwnd + SMSS by eachacknavledgement

e After apoint (cwnd > ssthresh) limit rateof increase
= cwnd = cwnd + SMSS? / cwnd by eachacknavledgement

e ssthresh is thresholdvaluebetweerf'slow start” and“congestionavoidance”

x10*
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SYN, SEQ=1,WIN=16000

" SYN,SEQ=1000, ACK=2WIN=8000
cwnd=2920 SEQ=2,ACK=1001 =~
SEQ=1462,ACK=1001 s:
™ SEQ=1001, ACK=2922,WIN=8000
cwnd=4380 SEQ=2922,ACK=1001 =
SEQ=4382,ACK=1001 _ ~~___
SEQ=5842ACK=1001 _ =
T SEQ=1001, ACK=5842WIN=8000
cwnd=5842 SEQ=7302,ACK=1001 =
SEQ=8762,ACK=1001 \ SEQ=1001, ACK=7302,WIN=8000
cwnd=7302 SEQ=10222,ACK=1001 =~~~
SEQ=11682,ACK=1001 _ > SEQ=1001, ACK=10222,WIN=8000
cwnd=8760 =

Arethere other waysto signal congestion

e Paclketdropis acoarcewayto indicate
e ICMP SourceQuenchy, p. 10]

— addsmoretraffic to network
= may createproblems

e Early CongestiorNotificationf]

experimentaimethodto inform congestion

pacletis notdroppedout marked
receverinformssender

sendelimits its rate

e Delaysincrease

— queuesuild upin congestion
= queuedelaysarelonger

Can applications adapt (or should)

e Bandwidthlessthanexpected

— lower mediaspeedusingfor examplehierarchicakoding
— dropsomemedia

e Losses

— lower mediaspeedo easecongestion
— preparefor losses

x FEC:Forwarderrorcorrection

x redundantnformationsendcopy of datawith lower fidelity in next paclet

e Delayvariationtoolarge
— increaseplayoutdelay
= total delayincreases

— prepareo “loss'll someof paclets

Summary

e Eachnetwork componenhasit properties

— throughput
— delaywith variation
— errorrate

5A paclet, whichis late,canbe handledaspaclet whichis lost



e Componetsre

— endsystems
— routers
— links

e Every applicationhasrequirements
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