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LectureTopics
� Whatnetwork requirements

� Requirementsby application

� Requirementsfor elasticflows (or look-alike)

Definition of properties

Thr oughput 1 is the numberof binary digits that a systemacceptsanddeliversper unit of time. Tra-
ditionally throughputat network level is expressedasbits persecondand”kilo” equals1,000. At
applicationlevel alsobytesor octetspersecondis usedand”kilo” equalsusually 1024. To avoid
vagueness,oneshouldusenew SI prefixesof kibi, mebi andgibi whenmultiplicative prefixesof�������	��


areused.

Delay 2b (transit-)is thetime elapsingbetweentheemissionof thefirst bit of datablock by transmitting
systemandits receptionby thereceiving system.Otherdelaysinclude:

accessdelay is time to wait whendatais readybeforetransmissionmaystart

transmissiondelay or serialisation delayis timeneededto transmitall of thedatablock

Delay variation expresseshow muchdelayof successive dataunits vary. Short timescalevariationis
calledjitter3.

Err or rate is countof errorsper transmitteddataor per time unit. (PER: packet error rate)Possible
errorsare:

data alteration usuallyreferredasbit errors.Rarein opticalnetworksbut maytake placeinside
networking equipmentbecauseof faulty hardwareor software. More frequentin wireless
networks. (BER: bit errorrate)

data loss is the most commonerror in packet networks when a packet is discardedbecauseof
congestion.It is possiblethatintermediatesystemdiscardsdataunit becauseof dataalteration.
(PLR: packet lossrate)

data duplication occursmostlybecauseof transitorymalfunctionof network equipment

Network building blocks
� Endsystems(hosts)

– servers

– PCs,workstations

– mobiledevices

� Routers
1Läpäisy
2viive
3Värinä
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– accessrouters:a largenumberof slow-speedinterfacesandfew high-speedinterfaces.Exten-
sive authentication,accountingandfiltering facilities.

– core routers: possiblya large numberof high-speedinterfaces. Optimisedfor high-speed
routingwith largeroutingtables.

– applicationgateways / NAT-boxesbasicallydivide network into two different domainsby
limiting network visibility endto end.

� Links interconnectingroutersandendsystems

– point-to-point:dedicatedconnection;seriallines,PCM/SDHpipes

– sharedmedia:fixedtotal capacityfor all systems;”old” EthernetandwirelessLANs

– overlaynetwork: virtual network hidingphysicaltopology;ATM, MPLS

End systemproperties

Thr oughput is determinedby speedof

� CPU� internalbusses:peripheralbusses(PCI in PCs)andmemorybus� storagedevices� network interface

Delay samefactorsasfor throughput,dataprocessing. For example,many audiocompressionmethods
needsomelengthof audiodatabeforethey cancompress.

Delay variation increasesby systemload

� interruptlatency� processorsharing(scheduling)

Err or rate is usuallysmall

data alteration memoryor DMA (DirectMemoryAccess)errors

data loss lackof buffer spaceor too slow processingof data

Router properties

Thr oughput Modernrouterscandeliver dataat full line speed.Usingsomeadvancedfeaturessuchas
constrainbasedroutingor accountingmaydropperformanceby a factor.

Delay is dependentontraffic loadandavailablebuffer space.Smallbuffersresultin smalldelaybut high
datalossrate.

Delay variation is causedby queuelengthvariations.

Err or rate is usuallysmall

data alteration mayhappenif thereis hardwareerror

data loss is themostcommonerrorasqueuesgrow full

data duplication happensin routersbecauseof transitorystatein packet forwarding.For example
aroutingtablemaychangejustwhenapacketis beingforwardedandthepacketis transmitted
to bothold andnew route.
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Link properties

Thr oughput is setby selectedtechnologyanddependson

� distance,speciallyin wirelessnetworks� numberof hosts,if mediais multi-access

Delay

transit delay is setby distanceandsignalpropagationspeed.For opticalcablesonecanusespeed
of 200,000km/s(5ms/1000km).

transmissiondelay dependson link speed

Delay variation is causedby variation in accessdelay In Ethernet-stylenetworks thereis no upper
bound;in tokenpassingnetworksupperboundmaybeset.

Circuit-basednetworksdo not havemuchof jitter (typically few nanosecondsor microseconds).

If link is overlaynetwork, thedelayvariationmaybemuchlargerbecauseof buffering in interme-
diatenodes(asin routers).

Err or rate on links is causedby bit errors

optical fibr es ��
���� – ��
�� ���
satellite links ��
 ��� – ��
 ���
Overlaynetworksmayalsolossdataif network nodesgetscongested.

Other network components
� Store-and-forwardapplicationrelay

– emailservers:Message/mailtransferagents

Store-and-forwardapplicationrelaydiffersfrom a routerin sensethats-a-f takesresponsibilityto
storethemessageuntil it is deliveredto next s-a-for recipient.

� Multicastingcomponent

– multicastrouter

– documentreplicator

– mail distributor: for examplemailing list software

� Applicationtranslator

– protocoltranslators:email,wapgateways

– mediatranscoders

� Mirror andcache

– server replicators� loose:Usenetnews� tight: server mirrors (for geographical distribution) For example Akamai
http://www.akamai.com/ providesserviceto replicatemediacontent(pictures,
video,audio)to multipleservers.Theuseris directedto closestserver (think to be).

– documentor mediacaches:for examplewebcache

Thedifferencebetweenmirror andcacheis thatmirror is replicatedat time intervals(daily or so)
while documentis storedinfo cachewhenit is requested.

� Network services

– nameservice:DNS in Internet

– directoryservicesuchasLDAP
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Application traffic characteristics

Peak rate is highestratesourcewill transmitdata

Burst size is maximumamountof datasourcetransmitsat peakrate

Averagerate calculatedover time interval. Time interval maybeorderof few secondsor wholelifetime
of connection

Connectionhold time is timeapplicationis active

Application traffic requirements

Minimum bandwidth neededto maintainapplicationfidelity

Delay applicationmay tolerate.Transmissiondelayandqueueingdelayarepartof bandwidthrequire-
ment.

Delay variation is differencebetweenmaximumandminimumdelay

Lossrate allowedwithout fidelity degradation

Delaydistrib ution
� Packetsthatarrivebeforeplayoutdelayarok

� Latepacketsare“lost”

playout
delay

minimum
delay

average delay

jitter

Differ ent sourcesand receivers
� Source

interacting: maximumdelaymay not exceedonesecond,preferableround-tripdelay lessthan
0.5s

live: greaterdelayallowedbut delayvariationshouldnot exceedplayoutbuffer

stored: availablebandwidthanddelaymayvary muchbecausedatacanbesentwell in advance.
Onemusttakeaccountpossiblecontrolsandhandlethoselocally.

� Receiver

human: sensitive for delay, notmuchsensitive for transitoryerrors

– eye integratesinformation

– lesstolerancefor audioerrors

recorder: not sensitive for delay, but preferserror-freetransmission
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Audio streams

Telephonequality 300–3400Hz

� uncompressed64kbit/s (BER ����
 � � )� compressed4–16kbit/s

CD quality 0–20kHz

� uncompressed1.4Mbit/s� compressed128–384kbit/s (BER ����
 ��� )
� Echocancellingneededif one-waydelayover24ms

� Delayfor interactiveshouldbelessthan100msto providedelayoffsetof 500ms

� Higherrequirementsfor virtual reality

� Intermediasynchronisationbetterthan100ms

Video streams

HDTV (1920x1080x60)

� uncompressed2Gbit/s� compressed20–34Mbit/s

Studio/Broadcast (625x864x25)

� uncompressed166Mbit/s� compressed3–6Mbit/s

VCR (625x864x25)

� compressed1,2Mbit/s

Videoconference (352x288x5)

� compressed112kbit/s

� Delayrequirementssetby audio

� BER ��
 ��� – ��
 ���
� Hierarchicalcodingfor multicastdelivery

� Compressionaddsburstinessup to ratio10:14

Other application
� ”Non-real-time”do haverequirements

� Websurfing: a pageshouldload in lessthan1 secondandit mustnot take morethan10 seconds,
otherwiseusermaygetimpatientandabortstransfer. [2, p. 135]

� Datatransferapplicationsrequireminimumbandwidth

4ThisdependsonMPEGcodinghow groupof pictures(GOP)definedi.e. how many P andB framestherearefor a I frame.
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TCP
� Dominantnetwork transportprotocol

� Hastwo ratelimiting mechanisms

– flow control: not overrunreceiver

– congestioncontrol: not overloadnetwork

� TCPcongestioncontrolreactsonpacket losses� network mustsignalcomingcongestionby droppingpacket� delayof RTT (roundtrip time) in feedback

� Round-triptimeestimationessential

Estimating round trip delay
� Too short resultssuperfluousretransmissions

� Too long reducesnetwork utilisationandthroughput

� Jacobson/Karels[1] �! " # $&%'%)(+*-,/.�021'34$&%5%7698;:$&%5%7698;:<# $&%'%76�8=:?>A@B�! "�DCFE # �GCHEI>J@�KL�! "M3N�GCHEPO$&%RQ # $&%'%76�8=:?>JS��DCFE
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� Many “better” estimatorsproposed

Estimating network capacity
� Initially no knowledgeof network status�ZYF[]\�^ T`_Uacbed �9f�ghfifRjk��l Cnm+opC \�q�r
� Try to useasmuchnetwork aspossible�ZYF[]\�^ # YF[]\�^ > f�ghfif

by eachacknowledgement

� After apoint ( YH[]\�^ts lkl qvu9w C l u ) limit rateof increase�ZYF[]\�^ # YF[]\�^ > f�ghfif �yx YH[]\�^ by eachacknowledgement

� l�l qvu9w C l u is thresholdvaluebetween“slow start” and“congestionavoidance”
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SYN,SEQ=1000, ACK=2,WIN=8000

SEQ=1001, ACK=2922,WIN=8000

SYN, SEQ=1,WIN=16000

SEQ=2,ACK=1001
SEQ=1462,ACK=1001

cwnd=2920

SEQ=2922,ACK=1001
SEQ=4382,ACK=1001

SEQ=1001, ACK=5842,WIN=8000

cwnd=4380

SEQ=5842,ACK=1001

cwnd=5842 SEQ=7302,ACK=1001
SEQ=8762,ACK=1001

SEQ=10222,ACK=1001
SEQ=11682,ACK=1001

SEQ=1001, ACK=7302,WIN=8000

cwnd=7302
SEQ=1001, ACK=10222,WIN=8000

cwnd=8760

Ar e there other waysto signalcongestion
� Packetdropis acoarceway to indicate

� ICMP SourceQuench[3, p. 10]

– addsmoretraffic to network� maycreateproblems

� EarlyCongestionNotification[4]

– experimentalmethodto inform congestion

– packet is not droppedbut marked

– receiver informssender

– senderlimits its rate

� Delaysincrease

– queuesbuild up in congestion� queuedelaysarelonger

Can applicationsadapt (or should)
� Bandwidthlessthanexpected

– lowermediaspeedusingfor examplehierarchicalcoding

– dropsomemedia

� Losses

– lowermediaspeedto easecongestion

– preparefor losses� FEC:Forwarderrorcorrection� redundantinformationsendcopy of datawith lowerfidelity in next packet

� Delayvariationtoo large

– increaseplayoutdelay� total delayincreases

– prepareto “loss”5 someof packets

Summary
� Eachnetwork componenthasit properties

– throughput

– delaywith variation

– errorrate
5A packet,which is late,canbehandledaspacket which is lost
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� Componetsare

– endsystems

– routers

– links

� Every applicationhasrequirements
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