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Introduction

This work describes the installation and use of SecurityFocus ARIS Extractor 1.6.2. ARIS, Attack Registry and Intelligence Service, is a freeware Intrusion Detection System (IDS) analyzer made by SecurityFocus. IDS is a program, which is used to detect possible attacks to the system. ARIS Extractor communicates with the central ARIS database to analyze and identify possible attacks. ARIS supports various IDS software for information gathering.

ARIS processes all of the information received from single users in its central database and in this way can help the users in recognizing the attacker and in defending their computer. It is possible for example to try to find out which kinds of other systems the attacker has tried to enter.

1 System Requirements

ARIS Extractor is available for Windows, Linux, Unix, Solaris and OpenBSD. To successfully use the product, the user has to have administrator or root access to the system. This might cause some security risks, especially if there are some bugs in the software.

The Windows version was tested and described for this work. There might be some differences between the versions for other systems. The windows version works with Windows 95, 98, NT, ME and 2000.

2 Installation

The program can be downloaded from the website of SecurityFocus at http://aris.securityfocus.com. To install the program, it has to be unzipped and the file ArisExtractor162.exe must be run. After this the installation directory and XXX must be given.

Before using ARIS Extractor, also some IDS software must be installed and configured. ARIS Sensor is a SecurityFocus software that combines Snort IDS with ARIS Extractor. At the moment it is available only for Linux. For Windows NT there is NetProwler 3.51 from Symantec, which has a free trial version which can be used. Also Portcullis Dragon has a trial version available. Other IDSs supported by ARIS Extractor are not freely distributed.

3 Startup and Configuration 

Before the program can be used, the user must register to the ARIS Analyzer system at the SecurityFocus website.

After the program has been successfully installed it can be started. First thing to do is to configure the new IDS. There are several IDS types that can be chosen:

· BlackICE attack-list.csv

· Cisco Secure IDS 

· Portcullis Dragon

· Symantec NetProwler

· ISS RealSecure

· Snort

After this, the user must specify in which directory the log files for the chosen IDS are located. The third step in the configuration is to choose which IP addresses should be excluded and to give the netmask of the network. 

Now, the user must login with ARIS username and password.and choos the frequency of updates to the central database. Finally the program asks the username and password for local computer.

4 Use of the System

After ARIS Extractor has been successfully installed, it is time to register some data. The data will be then updated to the ARIS server and can be analyzed by going to the website and logging in the system.

The user must register at the site but will remain anonymous.

5 Use of ARIS in the Course Exercises

ARIS can be used in the exercises of the S-38.153 Security of Communications Protocols course. For the purposes of the course, it could be more convenient to install the Linux version because so ARIS sensor could be used as the IDS.

In the exercises the students should be divided to attackers and defenders. Defenders should setup some IDS and ARIS Extractor. Then they should try to analyze the attacks and use this information to better protect their system. Different attack tools and methods should be tested. It would be better if various group and attacker combinations were tried.

For more challenging exercises, the students could try some bugs in the software that could be helpful in the attacks. In the Internet, there could be some information available that could be useful in this. The users could try to enter the computer using the channel that ARIS uses for communication.

The ARIS sysets might not be one of the most useful tools to practice security attacks or defenses because after all it is just an analyzer. It can be used with an IDS to add extra features to the defense considerations

6 Conclusions

 ARIS seems to be a good system for gathering and analyzing IDS data. There might be possible security risks with the connection for the local computer to the ARIS database. Though the importance of a good IDS is still greater that the ability to analyze the data. Many security risks can be caused also by the inability to analyze the results of an IDS even if the IDS is functional and secure. 

ARIS needs an open network environment to contact the central server. This is a drawback of the system because this channel has to be left open or otherwise the system doesn't work.
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